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Abstract— This paper discussesthe relation between
network coding, (classical)algebraic coding, and net-
work error correction. In the first part, we clarify
the relation between network coding and algebraic
coding. By showing that the Singleton bound in al-
gebraic coding theory is a special case of the Max-
flow Min-cut bound in network coding theory, we
formally establishthat linear multicast and its stronger
versions are network generalizations of a maximum
distance separation (MDS) code. In the secondpart,
we first give an overview of network error correction,a
paradigm for error correction on networks which can
be regardedas an extensionof classicalpoint-to-point
error correction. Then by means of an example, we
show that an upper bound in terms of classicalerror-
correcting codes is not tight even for a simple class
of networks called regular networks. This illustrates
the complexity involved in the construction of network
error-correcting codes.

I . INTRODUCTION

The conceptof network coding was introduced
for satellite communicationnetworks in [2] and
fully developedin [3], wherein the latter the term
“network coding” wascoinedand the advantageof
network codingover routingwasdemonstrated.The
main result in [3], namelya characterizationof the
maximumrate at which informationgeneratedat a
singlesourcenodecanbemulticast,canberegarded
astheMax-flow Min-cut theoremfor network infor-
mation flow. An algorithm for constructinglinear
network codesthat achieve the Max-flow Min-cut
bound was devised in [5]. Subsequently, a more
transparentproof for theexistenceof suchlinearnet-
work codeswasgiven in [6]. For further references
on the subject,we refer the readerto the Network
CodingHomepage[10] and the tutorial [7].

Inspired by network coding, network error cor-
rectionhasbeenintroducedin [4] asa paradigmfor
error correctionon networkswhich canbe regarded
as an extension of classical point-to-point error
correction.Specifically, the resultsin [4] [8] [9] are
network generalizationsof the fundamentalbounds
in classicalalgebraiccoding theory. In this paper,
we discussthe relation betweennetwork coding,
algebraiccoding,andnetwork error correction.

The rest of the paperis organizedas follows. In
SectionII, we first establishthat a linear network
code achieving the Max-flow Min-cut bound is a
network generalizationof a maximumdistancesep-
aration(MDS) codein classicalalgebraiccoding[1].
This clarifies the relation betweennetwork coding
andclassicalalgebraiccoding. In SectionIII, upon
giving an overview of network error correction,we
illustratethecomplexity involvedin theconstruction
of network error-correctingcodesby meansof an
example.Concludingremarksare in SectionIV.

I I . THE SINGLETON BOUND AND MDS CODES

Considerthe network in Fig. 1. In this network,
thereare threelayersof nodes.The top layer con-
sistsof the sourcenode � , the middle layer consists
of � nodes each connectingto node � , and the
bottomlayer consistsof

��� ���
nodeseachconnecting

to a distinct subsetof � nodeson the middle layer.
We call this network an

� � � �
combinationnetwork,

or simply an
��� ���

network, where 	�
��

�� .
Assumethat a messageconsistingof � informa-

tion symbolstakenfrom a finite field � is generated
at the sourcenode � , andeachchannelcantransmit
onesymbolin � in the specifieddirection.A linear



... ... ...

s

n

r

Fig. 1. An
��� ���

combinationnetwork.

network codeon a given network is qualified as a
linear multicast[7] if for all non-sourcenode � in
the network, if

��������� �"! �$#&%'�)( (1)

then node � can decodethe sourcemessage.Note
that by the Max-flow Min-cut theorem, (1) is a
necessarycondition for any node � to be able to
decodethe sourcemessage.In [7], linearbroadcast,
linear dispersion,and generic linear network code
are also defined as linear network codespossess-
ing strongerpropertiesthan linear multicast.These
strongerlinear network codesareuseful for various
applications.

Considera classical ! �*(+�,# linearblock codewith
minimumdistance- andregardit asa linearnetwork
codeon the

�.���/)02143 � network. Specifically, thecode
takes the sourcemessageas input and outputs �
symbols,each being transmittedon one of the �
outgoing channelsof node � . For each node on
the middle layer, since there is only one input
channel,we assumewithout loss of generalitythat
thesymbolreceivedis replicatedandtransmittedon
eachoutgoingchannel.

Since the ! �*(+��# code has minimum distance - ,
by accessinga subsetof �657-98'	 of the nodeson
the middle layer (correspondingto -:5;	 erasures),
eachnode � on the bottom layer can decodethe
sourcemessage.From the foregoing, by the Max-
flow Min-cut theorem,

��������� �"! �$#&%'�)< (2)

Since �=���>�?� �:! �$#*@A�65B-C8A	D(

it follows that

�6
E�65B-C8A	D(
or -F
��G5B�"8A	D( (3)

which is preciselythe Singletonboundfor classical
linear block code[1]. Thus the Singletonboundis
a special caseof the Max-flow Min-cut theorem.
Moreover, by (2), the non-sourcenodesin the net-
work with maximum flow at least equal to � are
simply all the nodeson the bottom layer, andeach
of themcandecodethe sourcemessage.Hence,we
concludethat an ! �*(2�,# classicallinear block code
with minimum distance- is a � -dimensionallinear
multicaston the

� ���/)02143 � network.
More generally, an ! �*(+�,# classicallinear block

codewith minimum distance- is a � -dimensional
linear multicast on the

� � ���
network for all �H%��5I-J8�	 . The proof is straightforward (we already

haveshown it for �"@A�*5K-�8L	 ). Ontheotherhand,it
is readily seenthat a � -dimensionallinear multicast
on the

� � � �
network, where �M%N� , is an ! �*(+��#

classicallinear block codewith minimum distance- satisfying -O%��P5Q�K8'	R<
A classicallinear block codeachieving tightness

in theSingletonboundis calledamaximumdistance
separation (MDS) code[1]. Fromtheforegoing,the
Singletonboundis a specialcaseof the Max-flow
Min-cut theorem.Sincea linearmulticast,broadcast,
or dispersionachieves tightnessin the Max-flow
Min-cut theoremto different extents, they can all
be regardedasnetwork generalizationsof an MDS
code.The existenceof MDS codescorresponds,in
the more generalparadigmof network coding, to
the existenceof linear multicastsand their stronger
versions.This hasbeendiscussedin greatdetail in
[7].

I I I . NETWORK ERROR CORRECTION

Inspired by network coding, network error-
correcting codes has been introduced in [4] for
multicasting a source messageto a set of nodes
on a network when the communicationchannels
are not error-free. The usual approachin existing
networks, namelylink-by-link error correction,is a
specialcaseof network error correction.Network



generalizationsof the Hamming bound, the Sin-
gleton bound,and the Gilbert-Varshamov boundin
classicalalgebraiccoding have been obtained.In
particular, the tightnessof the Singletonbound in
thenetwork settingis preserved,meaningthat linear
network codesareasymptoticallyoptimal.We refer
the readerto [8] [9] for the details.

In this section,we discussan upper bound ob-
tainedin [8] which is given in termsof boundsde-
fined for classicalerror-correctingcodes.By means
of an example, we will show that this bound is
not tight even for a simple class of networks
called regular networks. This illustrates the com-
plexity involved in the construction of network
error-correctingcodes.

Let us first describethe setupof network error
correction. An acylic communicationnetwork is
representedby a directedacyclic graph S7@ !UT (WVX# ,
where T is the nodeset and V is the channelset,
in which multiple channelsbetweena pair of nodes
is allowed. On each channel,one symbol from a
certain code alphabet Y can be transmittedin the
specifieddirection.A messagetaken from a source
alphabetZ is generatedat the sourcenode � , which
is to bemulticastto asetof sinknodes[ . A network
code on S is defined in the usual way (see for
example[8]), andfor a network code \ , the symbol
transmittedon channel ] when the messageis ^ is
denotedby _\)` ! ^�# .

Definition 1: A network code on S is a -error-
correctingif it can correct all b -errors for bc
da ,
i.e., if the total numberof errors in the network is
at most a , thenthesourcemessagecanberecovered
by all the sink nodesegfO[ .

Since S is acyclic, it naturally definesa partial
order h on thechannelset V . Two channels]>(i]kjlfPV
aresaidto beincompatibleif neither]mhE]kj nor ]kjlh] . A setof channelsnpoEV is calledan antichainif
the channelsin n arepairwiseincompatible.

Definition 2: For a partition !�q (+rL# of the node
set T , s�e?a !�q (+rL# is a regularcut if its membersform
an antichain, i.e., if ]R(+]kj:fts�eua !Uq (irL# , then there
exists no patheither from ] to ]kj or from ]kj to ] .

Definition 3: An acyclic network is regular
if ��vxw?yz��������� �:!�� (Wel#{@ ��v|wuy �~} !�� (Wel# , where�~} !�� (Wel# is the minimum volume of a regular cut
between� and e .

For a a -error-correctingnetwork codeon a given
network S , we are naturally interestedin the max-
imum possiblevalue of � Z6� , the size of the source
alphabet.The following theoremrendersan upper
boundon � ZP� .

Theorem1: [8] Let \ bea a -error-correctingcode
for anacyclic network S with sourcealphabetZ and
codealphabetY , and let �g@ ��v|w�yR�k� �~} !�� (Wel# .
i) If s�e?a !�q (+rL# is a regular cut betweenthe source
node � anda sink node e , thenthesetof all possible
vectorstransmittedacrosss�e?a !�q (ir
# , i.e.,� ! _\)` ! ^>#�(i]"fgs�eua !Uq (ir
#W#J�D^�fGZ=�>(
form a classicala -error correctingcodewith alpha-
bet Y , andconsequently

ii) � Z6��
 qm! �*(Wa�(+��#�(
and in the casethat the codeis linear,

� ZP��
;� ! �*(ia�(i��#�(
where �"@�� Y�� , and qm! �*(Wa�(i��# and � ! �*(Wa�(+��# arethe
sizeof an optimal classical � -ary a -error-correcting
codeof length � andthesizeof anoptimalclassical
linear � -ary a -error-correcting code of length � ,
respectively.

The upper bound on � ZP� renderedin the above
theoremis in termsof boundsdefinedfor classical
error-correctingcodes.Sincethe errorsoccurringat
the channelsacrossany cut in a regular network
do not interfere with each other (becausethe set
of channelsform an antichain),onemay conjecture
that this upper bound on Z is generally tight for
regular networks. The following example,however,
shows the contrary.

Example1: Considerthenetwork in Fig. 2 which
is specifiedby

[�@ � e 3 (ieu���
T @ � � ��� �~� (2�k(is (+-�(+]>(+�u(�}u���
[

and

V @ � !�� ( � #�( !�� (+��#�( !�� (+s�#�( ! � (i-�#�( ! � (We 3 #�( ! � (+�l#�(! �k(ie 3 #�( ! s (i-�#�( ! s (ie � #�( ! -?(i] #�( ! ]>(+�l#�( ! ]R(ie � #�(! �u(W}�#�( ! })(We 3 #�( ! })(We � #��R<
Let us considerbinary codesfor this network, i.e.,
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Fig. 2. The network for Example1.

the encodingalphabetis given by YM@ �~� (�	�� .
It is easy to verify for this network that�=� ����� �:!�� (ieu��#6@��~} ! eX(ieu��#6@�� for �O@�	D(+� , so

it is regular. In light of the existenceof a classical
binary1-error-correcting(3,1)code,if theboundsin
Theorem1 aretight, thentherewould exist a binary	 -error-correctingnetwork code

\P@ � \��¡ +¢ £�¤2(+\¥�x 2¢ ¦�¤�(+\¥�x +¢ §�¤2(�<�<�<�(+\¥�©¨~¢ y�ª ¤2(2\¥�©¨~¢ y~« ¤+�R(
(4)

where \��¡ +¢ £�¤ denotesthe encodingfunctionof \ for
channel !�� ( � # , etc, that multicastsa messagefrom
the binary sourcealphabetZ�@ �~� (�	D� .

Assume that the network code \ in (4) is 1-
error-correcting.We will show that this leadsto a
contradiction.Without lossof generality, we let

\¥�x 2¢ £�¤ ! � #z@A\¥�x +¢ ¦�¤ ! � #�@c\¥�x +¢ §�¤ ! � #�@ �
and

\¥�x +¢ £�¤ ! 	~#�@c\¥�x +¢ ¦�¤ ! 	k#z@A\¥�x 2¢ §�¤ ! 	~#�@�	D(
since by symmetryone can exchangethe roles of
0 and 1 componentwise.We observe that for a
particularnetwork code,a channelcanbe removed
if its encoding function can only take one value
becausesucha channeldoesnot convey any infor-
mation. For the network in Fig. 2, if the encoding
function of any channelcan take only one value,
then by removing that channelfrom the network,
we will find a sink node such that the minimum
cut betweenthe sourcenodeand this sink node is
reducedto 2. This contradictsTheorem1 becauseof
the nonexistenceof a (2,1) codethat can correct1
error. This meansthat the encodingfunctionsof all
the channelsmust take two values.In particular, an
encodingfunction of a channelwhoseinput-nodes

has in-degreeone must be a bijection, so we may
assumewith lossof generalitythat it is the identity
function.

Let us considerthe encodingfunction \¥� 0 ¢ ` ¤ with
thefirst andthesecondargumentsbeingtheoutputs
of channels! � (+-># and ! s (+-># , respectively. We will
show that there is no way to choosethe function\¥� 0 ¢ ` ¤ suchthat the codeis able to correct1 error.

First, without lossof generality, let

\¥� 0 ¢ ` ¤ ! � (�	k#*@ � < (5)

Let us considerthe casethat the sourcemessageis
1 andan error occursat channel !�� ( � # . It is easyto
seethat theoutputsof channels! � (+-># and ! s (+-># are
0 and1, respectively, so that by (5), channel ! -�(+] #
outputsa 0. Thenacrossthe cut

s�eua ! � � (+s (i-?(We)�k�R( T7¬ � � (+s (i-?(We)�k�k#
@ � !�� ( � #�( !�� (+��#�( ! -�(+]k#��

between� and e 3 , the outputsof the channelsare! � (�	R( � # if the sourcemessageis 	 and an error
occursat channel !�� ( � # .

Next, considerthe casethat the sourcemessage
is

�
andan error occursat channel !�� (+��# . Thenwe

musthave \¥� 0 ¢ ` ¤ ! � ( � #*@­	R( (6)

otherwisethe outputsof the channelsacrossthe cut
in (6) would againbe ! � (�	D( � # so that the sink nodee 3 cannotdistinguishthe sourcemessages0 and1.

We now considerthe cut

s�e?a ! � � ( � (+-�(ie 3 �>( T7¬ � � ( � (i-?(We 3 �k#
@ � !�� (2��#�( !�� (is�#�( ! -�(+] #2� (7)

between � and e)� . It is easy to verify that if\¥� 0 ¢ ` ¤ ! 	D(�	k#=@ �
, then the outputsof the channels

acrossthecut in (7) is ! � (�	D( � # if thesourcemessage
is

�
andan error occursat channel !�� (is�# , or if the

sourcemessageis 	 andan error occursat channel!�� (2��# . Thuswe musthave

\¥� 0 ¢ ` ¤ ! 	D(�	k#*@­	R< (8)

Now againconsiderthe cut in (6). With (5), (6),
and(8), it canreadily be verified that

-R® !W! _\��¡ +¢ £�¤ ! � #�(u_\¥�x +¢ ¦�¤ ! � #�(u_\�� 0 ¢ ` ¤ ! � #W#�(! _\¥�x +¢ £�¤ ! 	~#�( _\¥�x +¢ ¦�¤ ! 	~#�( _\¥� 0 ¢ ` ¤ ! 	~#W#i#
@ -R® !W! � ( � (�	k#�( ! 	D(�	D(�	~#W#
@ ��< (9)



By Theorem1,� ! _\¥�x +¢ £�¤ ! ^�#�( _\¥�x 2¢ ¦�¤ ! ^>#�( _\¥� 0 ¢ ` ¤ ! ^>#i#&�R^�f �~� (�	��R�
is a classical 1-error-correcting code so that its
minimum distanceis at least 3, a contradictionto
(9). Therefore,theassumptionthat thecodein (4) is
1-error-correctingis incorrect,andwe concludethat
there exists no binary 1-error-correcting network
codethat cantransmit1 bit. This in turn shows that
the upperboundin Theorem1 is not tight.

IV. CONCLUDING REMARKS

We have clarified the relation betweennetwork
coding and algebraiccoding. We have also have
given an overview of network error correction,a
paradigmfor error correctionon networks and an
extensionof classicalpoint-to-pointerrorcorrection,
and discussedthe complexity involved in the con-
structionof network error correctioncodes.
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