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Abstract—" Various scenarios are considered where some information. Similarly for the Internet, packet headers ar
information is more important than other and needs better more important for delivering the packet and need better

protect!on..A general thfeoretical framework for unequal eror protection to ensure that the actual data gets through.
protection is developed in terms of exponential error bound. It

provides some fundamental limits and optimal strategies fosuch e Another example is when a multiple resolution source
problems. A new class of problems callednessage-wise unequal code is transmitted over a wireless channel. The coarse

error protection is also analyzed. , resolution needs a better protection than the fine reso-
Even for data-rates approaching the channel capacity, we siw lution because then user can at least have some crude
how a crucial part of information can be protected with expo-

nential reliability. Channels without feedback are analyzd first, reconstruction after bad channel realizations.
which is useful later in analyzing channels with feedback. s/new  These examples demonstrate the heterogeneous nature of
channel parameter, called itspseudo-capacity, is fundamentally j ormation in contrast with the classical homogeneousivie
important in such problems. . . . .
For these situations, unequal error protection (UEP) igarah
generalization to the conventional content-blind infotiora
I. INTRODUCTION processing.

Classical theoretical framework for communication asssime The simplest method of unequal error protection is to
that all information is equally important. In this framewothe allocate different channels for different types of datar &o-
communication system aims to provide a uniform error proteample, wireless systems allocate a separate “control @fiann
tion to all messages: any particular message being mistakeroften with short codes and low spectral efficiency, to trahsm
any other is viewed to be equally costly. With such unifogmitcontrol signals with high reliability. The well known Gray
assumptions, the reliability of a communication scheme ¢©de, assigning similar bit strings to close by constelfati
measured by either the average or the worst case probabifigints, can be viewed as UEP: even if there is some error
of error, over all possible messages to be transmitted. imidentifying the transmitted symbol, there is a good cleanc
information theory literature, a communication schemeaid s that some of the bits are correctly received. More systemati
to be reliable if this error probability can be made small.designs for UEP can be found in [12] and references therein.
Communication schemes designed with this framework tufor erasure channels, this problem is known as “priority
out to be optimal in sending any source over any channehcoded transmission” (PET) [11]. For wireless channels,
provided that long enough codes can be employed. THhis3] analyzes this problem in terms of diversity-multipilex
homogeneous view of information motivates the universttadeoffs. Most of these approaches focus on designing good
interface of “bits” between any source and any channel [jpdes for specific channel models. The optimality of these
and is often viewed as Shannon’s most significant contdbuti designs was established in only limited cases. This paper

In many communication scenarios, such as wireless naims to provide a general information theoretic framewark f
works, interactive systems, and control applications, rwheunderstanding fundamental limits in UEP.

sufficient error protection becomes a luxury, providingtsuc A general formulation of the unequal error protection prob-
a uniform protection for all the information may be either gem requires some different definitions of decoding erranth
wasteful or an infeasible approach. Instead, it is moreieffic the commonly used ones. Consider a channel encoder which
here to protect a (crucial) part of information better thha t tgkes the input of information bitsb = [by, by, . . . by, which
rest. For example is equivalent to a random variabld taking values from the
¢ In a wireless network, control signals including chann@et{l, 2,3,...,2*}. Each message in this set corresponds to
state, power control, and scheduling information are oftenparticular value of the bit-sequenbe This set of possible
more important than the payload data, and should Rglues of A/ are referred to as “messages”. After a message
protected more carefully. Thus even though the fin@d encoded and transmitted over the channel, a decoding erro
objective is delivering the payload data, the physicad defined as the event that the receiver decodes to a differen
layer should provide a better protection to such protocessage than the transmitted one. In most information yheor
N _ _ texts, when a decoding error occurs, the entire bit sequence
This research is supported by DARPA ITMANET project and arOsi? b is rejected. That is, errors in decoding the message and in
grant FA9550-06-0156. Initial part of this paper was subeditto IEEE )
International Symposium on Information Theory, 2008. decoding the information bits are treated similarly.



In the existing formulations of unequal error protectioto keep it away from capacityIn these cases, no positive error
codes, the information bits are divided into subsets, ard texponent in the conventional sense can be achieved. That is,
decoding errors in different subsets of bits are viewed #swe are aiming for a uniform protection for the entire infor
different kinds of errors. For example, one might want tmation, one cannot achieve an error probability that dee®a
provide a better protection to one subset of bits by ensuriegponentially with the code length. We ask the question then
that errors in these bits are less probable than the oth&r bitan we make the error probability for a particular bit, or fo
We call such problems “bit-wise UEP”. Previous examples @f particular message, to decay exponentially fast withkloc
packet headers, multiple resolution codes, etc. belongito tlength?”
category of UEP. The question of fundamental limits of UEP was clearly

However, in some situations, insteadkifs one might want of interest in previous works on code designs for UEP. To
to provide a better protection to a subsetméssagesFor the best of our knowledge, however, there was no general
example, one might consider embedding a special messgagractenzatlon of these limits in terms of error exposgent
in a normal k-bit code, i.e., transmitting one of* + 1 partially due to the difficulty in proving converses. In this
messages, where the extra message has a special medPffg" and [9], we develop such converses as well as optimal
and requires a smaller error probability. Note that the rerrgtrategies. More importantly, the formulation of message-
event for the special message is not associated to errori§e UEP is new. Conceptually, when we break away from
any particular bit. Instead, it corresponds to a particbiar the conventional framework by providing better protection
sequenceife., message) being decoded as some other pielected pc_';\rts, these parts of |_nformat|on need _not be only
sequence. Borrowing from hypothesis testing, we can defii@gParate bits. Thus message-wise UEP can be viewed as one
two kinds of errors corresponding a special message. further step in differentiating the priorities of variouarfs of

. , information.
e We say thatmissed-detectiorof a message occurre(_j In the following, Section Il discusses bit-wise UEP and

when th_at message was transmitted but the rece;;[rﬁressage-wise UEP for the no-feedback case. Theorem 1 shows
missed it by decoding to some other message. fol

| » ial indicati at for data-rates approaching capacity, even a single bit
exatmp €, consiger & zpehmg tmessagtel ”t1 '%a N9 So%}eﬁnot achieve any positive error exponent. Thus in biewis
System emergency, which 1S 100 COstly 10 D€ MISSefep e gata-rate must back-off from capacity for achigvin

Such special messages demand a small missed detec] . . :
probability. Note that missed detection probability of %‘j{) error exponent even for a single bit. On the contrary, in
i

message is the same as the conditional error probabi essage-wise UEP, positive error exponents can be achieved
ag T P en at capacity. If only one message in a capacity achieving
after its transmission.

code was special and demanded an error exponent, Theorem 2
e The special messages could instead demand satsd:-  shows its optimal value is equal to a new fundamental channel
alarm probability, the event when the receiver erroparameter called pseudo-capacity. We then consider isitisat
neously chooses that message although some other my@isere an exponentially large subset of messages is special
sage was sent. For example consider the reboot messagé demands a positive error exponent. Theorem 3 shows
for a remote-controlled system such as a robot or satgl-surprising result that these special messages can achieve
lite. Its false-alarm could cause unnecessary shutdow® same exponent as if all the other (not special) messages
and other system troubles. were absent. In other words, a capacity achieving code and

We call such problems as “message-wise UEP”. In col error exponent-optimal code below capacity can coexist
ventional data communication, there is no need to diststguiwithout hurting each other. These results shed some new ligh
between bit-errors and message-errors, as all informagionon the structure of capacity achieving codes.

“created equal’, its meaning (and importance) is separatednsights from the no-feedback case become useful in Section
from the engineering problem of communication [1]. In thdl for the case with full feedback, which shows that full

UEP problems however, bits and messages are differentf@gdback creates some fundamental connections between bit
some are labeled as “special” or “high priority”_ Now itwise UEP and message—wise UEP. Now even for bit-wise UEP,
becomes necessary to differentiate the two notions of apediositive error exponent can be achieved at capacity. In fact
information: special bits and special messages. Theorem 5 shows that a single special bit can achieve the

The main contribution of this paper is a set of result§2M* exponent as a single special message, which equals the

identifying the performance limits and optimal coding &tra piseydo-capacny. As the number of speplal bits |_ncreab_es, t
. . . achievable exponent for them decays linearly with theie rat
gies, for several new formulations of UEP. We will focus

on a few simplified notions of UEP, most with immediaté> shown in Theorem 6. Then Theorem 7 generalizes this

practical applications, and try to illustrate the main ghts result to the case when there are multiple levels of spégiali

for them. One can imagine using these UEP strategies %P?t speC|aI,. second_ most spemgl and so on. [t uses a gtrateg
. ) . - similar to onion-peeling and achieves error exponents kwhic
embedding protocol information within the actual data. B

A . re successively refinable over multiple layers.
eliminating a separate control channel, this can enhanee F ingl ial h Th 11 sh
overall bandwidth and/or energy efficiency. or a single special message however, Theorem shows

For conceptual Clla”tyi th'§ article focuses on situationszy, another write-up [9], we have analyzed similar problemsai more
where the data-rate is a crucial resource and we cannotaffgéneral framework to allow data-rates below capacity.



that feedback does not improve the achievable exponent. Theother bits. If this first bit is denoted &g and its decoded
case of exponentially many messages is resolved in Theoreatue is denoted bfio, we require that
9. Of course, many specia! messages cannot achieve a better Pr(lSo £ by) < Pr(M £ M) = e,
exponent compared to a single special message. We will see
that the special messages can achieve the same error expoM@fe precisely, we require the error probability fos to
with feedback as if all other messages were absent. decay exponentially while ensuring reliable communicatd

Section IV-A then addresses message-wise UEP situatigi@acity for the remaining bits. Let us define its exponent.
where special messages demand small probability of falseDefinition 3: Let Fp(¢) be the largest value such that a
alarms instead of missed-detections. It considers the casguence ofn,C — ¢, ¢,,) codes exists for which,, vanishes
of no-feedback as well as full feedback. This analysis wdsr largen andPr(Bo £ by) = e "Fo(&), We defineF, as the
postponed in earlier sections to avoid confusion with thafimum of E,(£) over all positivet.
missed-detection results. Lastly, some future directians By — émf) Ep(€)

>

discussed briefly in Section V.
This is equivalent to this simpler version used in the remngin

Il. ERROR EXPONENTS AT CAPACITY NO-FEEDBACK CASE Paper.

Consider a discrete memoryless chariiefrom inputx to Definition 4: Ej, is the Ia_lrgest number such that a sequence
of (n,C — &, ¢,) codes exists

outputy and letX’, Y denote their alphabets, respectively. The o .

output distribution conditioned on a particular inptie X is » for arb_ltrarlly sm_all cape}cny gag > 0,
denoted byWyx—,(-) and the channel capacity is denoted by ° fordwhlqh €n vanl;she_zi};/:ntm,

C. We assume that all entries of the channel transition matrix® 291 (bo 7 bo) = e '

are non-zeroi.e, every output is reachable from every input As noted earlier, the overall information cannot achieve
Let us first review the classical definition of an error expne@"y POSitive error exponerif(12) near capacity. However, it
when all information is treated equally [2],[3],[4].[58] was not clear whether a single special bit can steal an error

— exponentEy, near capacity.
Definition 1: A (n, R,¢,) code denotes a length code h L B0
of rate R, which hase™? messages and the average error ' cOf€M 4 £b=

probability of the overall code equals. Geometric Interpretation: Let the dotted regions in Fig. 1
N 1 . denote the decoding regions of the(®~¢) messages. These
Pr(M # M) = enR ZZPY(M =JjIM =1) =en decoding regions are large enough to ensure that the overall
io# error probabilitye,, is vanishingly small. The decoding regions

’ . nR on the left of the thick line correspond fg = 1 and those
where M, M € {1,2,-- ,¢" } denote the randomly chosen the right half correspond to the same whign= 0. Each

transmitted message and the decoded message respectivg& . .
- ’ , (c-9
At a given rateR, a sequence ofn, R,¢,) codes with of these halves has’ /2 decoding regions.
increasing blocklength is said to achieve an error exponent
if its error probabilitye,, can decay exponentially with.

Definition 2: The classical error expone®t(R) at rate R bo =
is the maximum value oF' such that a sequence 0f, R, ¢,,)
codes exists for which,, satisfiese,, = e "E. We use= as
a shorthand notation for

—loge,

FE = lim

n— o0 n

(1)

Reliable communication at capacitpeans that for arbi-
trarily small gap to capacity” — R = & > 0, a sequence
of (n, R,¢,) codes exists for which,, vanishes for large..
However,e,, cannot decay exponentially in this case. That is, A positive error exponent was achievable for the special bit
no positive exponent is achievable for this error probgbds if the codewords in the two halves were sufficiently separate

Fig. 1. Splitting the output space intbclusters.

the gap¢ to capacity vanishes [3]. from each other. This is possible if most of the codewords
are outside a thick patch around the solid-line equatornThe
E—0 = ER)=EC-¢§—0 the probability of landing in a half when a message from

the other half was transmitted would have been exponentiall
o small. However, above theorem implies that if we have to
A. Special bit fill essentiallye”® codeword in this output space, then they
We first address the situation where one particular (say tbannot be separated into two distant clusters. Leavingck thi
first) information bit out of the totak R/ log 2 information bits patch empty around the equator does not leave enough space
is a special bit—it needs a superior error protection comgbarfor filling so many codewords.



B. Special message Geometric Interpretation: Missed detection exponent for the
Now we focus on situations where one particular messa@@emal message corresponds to having a large decodimgiregi
for the special message. This ensures that when the special

(say M = 1) out of the totale™” messages is a special : tod babilit of landi oy
message—it needs a superior error protection. The missed ggssage Is transmitted, probability of landing outskigs

tection (.e., conditional error) probabilit;Pr(]\Z/ £1M = 1) exponentially small. In essenc&p,q indicates how large this

) S . c
for this ‘emergency’ message needs to be minimized. S cou_Id be made’_ while stil f!II|_ng essentially™™ small .
decoding regions in the remaining space. The red region

Definition 5: Emq is the largest number such that a sey, rig 2 denotes such a large region. Note that the actual
quence of(n, C' — &, en) codes exists decoding regiors is much larger than this illustration, because

« for arbitrarily small¢ > 0, it consists of all output types excepl; whereas the ordinary

« for which ¢, vanishes, decoding regions only contain the output typg.

o andPr(M # 1|M =1) = ¢ "En,

Theorem 2: Fmg = maxgex D(Py||Wyjx—z) 2 @, where
Py denotes the capacity achieving output distribution and
where D(-||-) denotes the Kullback-Liebler (KL) divergence
between two distributions.

Compare this with the corresponding result for classical
communication near capacity. If all the messages demand
equally small missed detection probability, then no pesiti
error exponent is achievable for them near capacity. This
follows from the previous discussion of the classical error
exponentE(R). The above theorem shows the improvement

in this exponent if we only demand it for a single message
instead of all Fig. 2. Avoiding missed-detection

Definition 6: ParameterC' of a channel is defined as its  iility of this result is two folds: first, the optimally of i
pseudo-capacity a simple scheme was not obvious before; second, protecting a
5 N single special message can be a key building block for many
¢= ?ea))((D(PyHWy‘x:I) 2) other problems when feedback is available.

Define X, as the set of inputs achieving the maximum above.
R C. Many special messages

_Notice the relation betweefi andC" the arguments t0 KL Ny consider that instead of a single special message,
divergence are flipped. It is because Karush-Kuhn-Tucker cqyngnentially many of the™(©—€) total messages are special.
ditions for achieving capacity imply the following expréss | ot these special messages be the fifst messages. Define
for C [4]. Ewmp(r) as the best missed detection exponent for these special

C = max D(Wyx=z||Py) messages.
Definition 7: For a fixedr < C, define Eyp(r) as the

This is the reason for naming’ as the pseudo-capacity.|argest number such that a sequenceafC — ¢, ¢,) codes
If capacity C' represents the best possible data-rate overggjsts

channel, then pseudo-capacifyrepresents the best possible
protection of a message for data-rates near capacity. . :
It is worth mentioning here the “very noisy” channel in = for which e, vanishes, and
. ) . / e Vie{1,2...2"}, Pr(M #i|M = i) = e "Ew (),
[2]. In this formulation [10], the KL divergence is symmetri refl, }nr r(M | , 0 =e i
which implies D(P; Wy x—) & D(Wyjxs || Py). Hence the If there were onlye™ messages in the code (instead of

_ ) . n(C—¢ ; . )
pseudo-capacity and capacity become essentially equal. ¢ (€9)), their best missed detection exponent equals).
This is the classical exponent defined in Eq. (1) earlier.

Optimal strategy: The special codeword is a repetition se- Theorem 3: Ewp(r) = E(r) Yrel0,C).

quence of an input;, € )_(P‘ Its d_e_coding regi_orﬁ contains g whateve (r) is achievable for only™" messages, is
every output sequence with empirical distribution (outype) also achievable when there af&C—4) — ¢ ~ ¢nC additional

diffierent than the capacity achigvir@;. For the ordinary ordinary messages requiring reliable communication.
codewords, use a capacity achieving code and apply ML

decoding over them for output sequences outside Optimal strategy: Start with an optimal code-book far*”

For a symmetric channel like BSC, all inputs can be usedessages which achieves error expongft). These code-
as z,. Since thePy is the uniform distribution (denoted bywords are used for the special messages. Now the ordinary
Uy) for these channelsf:D(Uy||Wy|x:w) for any inputz. codewords are added using random coding. The ordinary
This is the sphere-packing exponédiij,(0) of this channel at codewords which land close to a special codeword may
rate0. be discarded without essentially any effect on the rate of

« for arbitrarily small¢ > 0,



communication. At the decoder, a two-stage decoding ruleThese erasure events are not counted as errors and are usu-
employed. The first stage decides that some special codewaltg followed by a retransmission using a decision feedback
was sent if at least one of the special codewords is withprotocol like Hybrid-ARQ.
a threshold distance from the received sequence. Otherwisepeginition 8: A (n, R, e,,, e,,) erasure code denotes a length
the first stage decides that an ordinary codeword was s€tode of rateR, which hase"* messages, erasure probability
Depending on the first stage decision, the second stagesi§nqr  and error probability.,,
all codewords of one kind and applies ML decoding to the rest.

The overall missed detection exponef{p(r) is bottle- A 1 e _
necked by the second stage errors. It is because the first stag en = 7 > Pr(erasureM = i)
error exponent equals the sphere-packing expougptr), =1 .
which is never smaller than the second stage error exponéndl e, = Pr(M # M) where, M, M € {1,2,--- ,e""}.
E(r). Erasures are not counted as errors and an error event is
Geometric Interpretation: Thus we can communicate re-defined as decoding to a wrong message without declaring an
liably at a rate near capacity and still protect the speci@fasure. This eventis sometimes called as an undetected err
messages as if we are only communicating the special megt we will simply call it an error.
sages. This means that we can start with a code of (&&Y) If the erasure probability is small, then average number of
messages, where the decoding regions are |arge enough (g@r@nsmissions needed is also small. Thus the effectieeofa
Fig. 3) to provide a missed detection exponenti&if-). We the decision feedback protocol remains essentially urgdsn
empty out half of thesge™” decoding regions and adtt(“—¢)  in spite of retransmissions whe tends to0.
ordinary codewords in this empty space. We could redefine all previous exponents by allowing era-

Fig. 3 also shows how large decoding regions of the specflres with small probabilities. This will add another cdiudi
codewords are interspersed within small decoding regidnsis those definitionse,, vanishes for large.. For example, the
ordinary codewords. This is analogous to filling sand pksic missed-detection exponent fef” special messages is defined
in a box of large rocks. This theorem is like saying that thas follows for erasure decoding.

number of sand particles remains unaffected (exponeyitiall Definition 9: For a givenr < C, define E§(r) as the

spite of the large rocks in the box: channel capacity is a€fe |argest number such that a sequence(ofC — &, e, ep)
in spite ofe™" large decoding regions in the output space. erasure codes exists

« for arbitrarily small¢ > 0,

« for which ¢, ande,, vanish withn, and

o Vie{1,2...27}, Pr(M # i|M = i) = e "o ("),

In all the problems discussed so far except one, this provi-
sion of erasures with vanishing probability does not improv
the achievable exponents. This implies that decision faekib
protocols such as Hybrid-ARQ cannot impro¥g and Fng.

The only exception is the problem ef” special messages

demanding a missed-detection exponent. Next theorem shows

that compared td&vp (r) in the no-erasure case, allowing era-

sures increases the missed-detection exponent at rats bel
(@) critical rate.

Theorem 4:

For r = 0, where the number of special messages grows sub-
exponentially, this lower bound is tight.

For » > 0, it is not clear (though unlikely) whether an
exponent larger thaisp(r) could be achieved. In contrast to
the case without erasures, the obvious upper bound by mmgori

) the ordinary messages is not tight here.

Fig. 3. (a) Original code (b) Modified code Optimal strategy: It is similar to the no-erasure case. We
first start with an erasure code in [7] fef” messages. Then
add randomly generated ordinary codewords to it. Again a
two-stage decoding is performed where the first stage decide
between ordinary and special codewords using a threshold

In some situations, A decoder may be allowed declare distance. If this first stage chooses special codewords, the
erasure when it is not sure about the transmitted messaggcond stage applies the decoding rule in [7] for choosing

D. Allowing erasures



a particular special codeword. Otherwise, the second stagén erasure is declared (only) if the decoder detects the

chooses the ML ordinary codeword. buzzer in the last: — /7 symbols. Then the encoder re-
The overall missed detection exponeii§,(r) is bottle- transmits by repeating the same strategy afresh. The erasur

necked by the first stage errors. It is because the first-stggebability is vanishingly small, which ensures the effec-

error exponenttsy(r) is smaller than the second stage errdive rate of communication approaches capacity in spite of

exponentEgy(r) + C — r. This is in contrast with the casesuch retransmissions. Decoding error tgr happens when

without erasures. the buzzer is not detected, which happens with the missed-

detection exponent’.

IlIl. EFFECTS OF FULL FEEDBACK

Now we revisit the previous problems assuming perfeB: Many special bits
feedback at the transmitter: before transmitting each tinpu Now consider the situation where many initial bits from the
it knows all the past outputs. Feedback allows us to usetalnR/log?2 bits are special. Let this initial string of special
variable time decoding schemes. Similar to Burnashev [1%jits be denoted b andr be the rate of this string. Fer> 0,
we focus on block encoding schemes where transmission atha length of this string grows linearly in as#r/log2. For
new message begins only after decoding of the old message is 0, it grows sub-linearly iz although it could still grow
finished. Since the decoding timecould be a random variableto infinity with @, e.g, as+/x.
now, letn denote its average. Definition 12: For a givenr € [0,C), defineEf;(r) as the
Definition 10: A (71, R, ¢5) feedback code denotes an enkargest number such that a sequence(ifR, e;) feedback
coding strategy which hag'® messages and error probabiliticodes exists
€, Wheren equals the average decoding delay assuming, for arbitrarily small¢ > 0,

uniformly distributed messages. « for which e vanishes for large:
iR o andPr(b # b) = exp(—nEf (7).
a2 %ZE [n|M = i] The following theorem shows how this exponent decays
S — linearly with rater of the special bits.

whereE [n|M = 1] is average decoding time for message = Theorem 6:The following linear tradeoff can be achieved
between the rate of special bits andzf (7).
A. Special bit

r ~
, , - - () = (1- %) €
First consider the situation where the first hjtout of the
nR/log?2 bits is special. The error exponent for the special Notice that forr = 0, the same exponerd as the single

bit at capacity is defined as follows. bit case in previous subsection could be achieved, although
Definition 11: Ef is the largest number such that a sequent®re the number of bits could be growing to infinity with

of (7, R, e5) feedback codes exists This linear tradeoff between rate and reliability remindsof
« for arbitrarily small¢ > 0, Burnashev’s result [15].

o for which ¢,, ande,, vanish withn, and

Vi {l,2.. 2 Pr(M LM =1) = o—nEip(r) Optimal strategy: This is similar to the strategy for a single

special bit. We first transmib using a capacity achieving

for ait:jgfar)% > 0, for which ¢, vanishes, an®r(by = code of length~ o If b is decoded correctly, transmit
bo) = e " 3 the remaining bits with a capacity achieving code of length
Theorem 5. Ef = C. ~ n(1 — &). Otherwise, transmit a ‘buzzer’ codeword of the

Recall that without feedback, the single bit could notame length. If the decoder detects this buzzer then anrerasu

achieve a positive error exponent near capacity. The fafigw 1S declared and the same strategy is repeated afresh. Error
strategy shows how feedback connects message-wise Utappens only if the buzzer is not detected, which happens
with bit-wise UEP: strategy for protecting a special messad/ith exponentEyp = C(1— ). The factor of(1 — ) arises
becomes useful for protecting special bits. This specia-meéecause the buzzer is only sent in that fractiomof

sage indicates incorrect decisions at the receiver. . o
Multiple levels of speciality

Optimal strategy: We achieve this exponent using the missed We can generalize this result to the case of multiple levels
detection exponent of’ for a special message. This speciabf speciality. The most special layer of bits has rate the
message aims to notify the receiver whigns incorrect. More second most special layer of bits has rateso on. The sum
specifically, first transmiby using a short repetition code ofrate of all these layers equals— &.

length /. If by is correct after this repetition code, transmit On similar lines ofEf(-) defined earlier, leff; ; denote

the remaining bits with a capacity achieving code of lengthe error exponent of the most special layer (which we call as
i — /@i If by is incorrect after the repetition code, transmilayer 1) for arbitrarily small¢ > 0, Ef, denote the same

a ‘buzzer codeword of length — /n. For this buzzer, we for the second most special layer (which we call laggr
use the same codeword that achieved the missed detectiod so on. The least important layer cannot achieve any error

exponentEmg = C. It was repetition ofr, € X,. exponent ag becomes small.



Theorem 7:The best error exponent for each lay€except constraint reflects a system requirement for ensuring astobu

the least important) equals delay performance, which is invariant of the transmittedsime
i sag€. Let us define the missed-detection exponély, (r)
Ef, = <1 _ %) c under this uniform delay constraint.
Definition 14: For a givenr < C, define Ef;5(r) as the

largest number such that a sequencémfC' —¢, ¢;;) feedback

Optimal strategy: We first transmit the most important layercodes exists
using a capacity achieving code of length nr,/C. If it « for arbitrarily small capacity gag > 0,
is decoded correctly, then transmit the next layer with a e for which ¢; vanishes for large:,
capacity achieving code of length niro/C. Otherwise, start « E[n|M =j]=n Vj (uniform delay constraint),
the ‘buzzer sequence of input,. Repeat the same strategy « Viec {1,2...¢"}, Pr(M # i|M = i) = e~"Bun (),
for future layers too: press buzzer if wrong, next layer g ) _
. . Th 9L tDmax = xr1.T D X=x X=T 1

Once the block ofn symbols is received at the decoder, eorem 9:L€ maXes zs D(Wy ez, [Wy =)
after decoding a layer (excep'g the !east |m.p<_3rtant), it diei B!\ (r) =min {@7 (1— T/C)Dmax} . Vr<C.
whether a buzzer was transmitted in remaining symbols. The
next layer is decoded if no buzzer is detected and an erasurgy, ;s Bl (r)
is declared otherwise. Thus layer after layer is decodéa t'lexponent at rate-. For  at whichC < (1 = 7/C) Dinaes

buzzer has been detected. Intuitively, this is similar telipg 4| .7r special messages achieve the best missed detection
an qnion layer by layer and checking if it was rotten afteéxponenté for a single special message. For largewhere
peeling each layer. ) , C > (1 — r/C)Duay, the special messages achieve the
Thus for each layet, We can acr_neve the same exponery, nashey exponent as if the ordinary messages were absent.
as if there were only two kinds of bits (as in Theorem 6): bits hg opntimal strategy is based on transmitting a special bit
in layer ¢ and more important layers < i are special and fig¢ |t again shows how feedback connects bit-wise UEP with
bits in less important layers than layeare ordinary. Hence \agsage-wise UEP: now however the strategy for protecting
this could be considered as a successively refinable vea$ion, special bit is used for protecting special messages. his i

Theorem 6. _ the exact opposite of the earlier strategy for achievifig
_ The most important layer can achieve an exponent closeéot_ | strateay: W bine the strat f hievir
C if its rate is zero. As we move to across layers with d%p imal strategy: We combine the sirategy for achievitg

creasing importance, the achievable error exponent ghgdu or a special bit and the Yamamatp-ltoh strategy for_ach__@w
decays in a linear manner. urnashev exponent [16]. In the first phase, a specidljbis

sent with a repetition code gf symbols. This is an indicator
bit for special messages: it iswhen a special message is to
be sent and otherwise. If it is decoded incorrectly a5 =0,
Now consider one particular messag®/ (= 1) which then a missed-detection buzzer is sent for the remaimingn
feedback case, definB! ; as its missed-detection exponengodeword is sent using a capacity achieving code.

is the minimum ofC and the Burnashev

C. A special message

near capacity. If it is decoded correctly a$, = 1, then the particular
Definition 13: Ef , is the largest number such that a sespecial message is sent using the Yamamato-Itoh scheme:
quence of(n, C' — &, ¢;) feedback-codes exists transmit it at capacity usingz & symbols and confirm the
« for arbitrarily £ > 0, decoded\/ in the last~ n(1—&) symbols. Declare an erasure
« for which ¢,, vanishes, and when no confirmation.

o Pr(M # 1|M =1) = exp(—nEl ).

Theorem 8:Feedback does not improve the missed detec-

tion exponent for a single special messagg;,, = Ema = C. A. No-feedback case
We first consider the no-feedback case where false-alarm

If pseudo-capacity was defined as the best protection obha special message is a critical event, e.g., the “rebeot” i
special message (for data-rates near capacity), theneigtr struction. Now the false alarm probabilBr(M = 1|M # 1)
could be thought of as an analog the “feedback does rfot this message should be minimized. By Baye’s rule and
increase capacity” for pseudo-capacity. Also note thahwitissuming uniformly chosen messages,
feedback E! , for the special message ati for the special

bit became equal. N Pr(M=1,M#1
Pr(M=1M#1) = (Pr(M;él) )

. L Pr(M =1M =
Now let us reconsider the problem where the fiest Z”ﬂ Mi 1 |nR 9)
messages are special. Henceforth, we will require thabaeer (enft —1)/e

decodmg delaﬁ [n|M =] is equal across "f‘” MESSAYES— 30optimal exponents in all previous problems (remain unchenigrespec-
special and ordinary—and hence equalsThis uniformity tive of this uniformity constraint.

IV. AVOIDING FALSE ALARMS

D. Many special messages




In classical error exponent analysis [2], the error probabbf the achievability part offx,. Perhaps a new converse of
ity for a given message usually means its missed detectitheir result is also possible using such results.

probability. However, examples such as the “reboot” me&ssag ) )

necessitate this notion of false alarm probability. eor_mletrlc Interpretation: Adfalsehala_rm ehxponenl;[ for the "

_— . special message corresponds to having the smallest possi

Definition 15: Er, is the largest number such that a se—p . ag P . 9 . D
. decoding regiort for the special message. This ensures that

quence of(n,C — &, €,,) codes exists

when some ordinary message is transmitted, probability of

« for arpitrarily smlallg >0, landing in S is exponentially small. We cannot make it too
« for which ¢, vanishes for If;%m small though, because when the special message is traegmitt
o andPr(M =1|M # 1) = e "™ the probability of landing outside it should be small. Heitce
Theorem 10:Let P; denote the capacity achieving inpushould at least contain the typical noise ball around theiape
distribution, codeword. The blue region in Fig. 4 denotes such a region.
Era = max D(Wy|x:meWy\x| P;:) (3)
CCfEX
A *
2 max (30 PH@DWypes, [Wyixr)) (@)
where D(-|| - | P) denotes conditional expectation of the KL

divergence giverx, which is distributed ag’. Define Xy as
the set of inputs achieving the maximum above.

This false-alarm exponent is larger than channel capéctity
due to convexity of KL divergence.

|[x=x ¢ HZIP:: (x)WyIX:m) (5)
= H;EfLXD(WyR:waP;) =C (6)

Ern > maxD(W,
zf

Fig. 4. Avoiding false-alarm

where Py denotes the capacity achieving output distribution.
As discussed before, the last equality follows from KKB. Full feedback

condition for achieving capacity [4]. Recall that feedback did not improve the missed-detection
Now we can compare this result for a special message wghponent for a special message. On the contrary, we will see

the similar result for classical situation where all me&sadtihat the false-alarm exponent for a Specia| message can be

are treated equally. It turns out that if every message inj@dproved with full feedback. We again restrict to uniform

capacity-achieving code demands equally good false-alag@lay codes where average delayn|M = j] is equal tor
exponent, then this uniform exponent cannot be larger thegt every message.

C. Reducing the demand of false-alarm exponent to only one

. . Definition 16: E!. is the largest number such that a se-
message instead of all thus enhances iEto fa 9

quence of(n, C' — &, ¢;) feedback codes exists

Optimal strategy: Codeword for the special messagie= 1 « for arbitrarily small¢ > 0,

is a repetition sequence of an input € X;. Its decoding e for which e; vanishes for large,

region S is the typical ‘noise ball' [8] around it. This noise e E[n|M =j]=n Vj (uniform delay constraint),

ball consists of (only) the output sequences of typgx—. - e andPr(M = 1|M # 1) = exp(—nEL).

For the ordinary messages, we again use a capacity achievingheorem 11: Ef = Dy

code-book. The decoder chooses the ML ordinary codeword e

for output sequences outside Thus feedback improves the false alarm exponent ffgyn

Note the difference between this strategy for achievikhg 10 Dinax, becausemax is always larger thatksa.

and the optimal strategy for achievitiga. For achieving®md,  optimal strategy: We use the same strategy in subsection

output sequences of any type other thgnwere assigned 10 |)1_p that achievedE],, (r). First phase of/7 symbols sends
S. ) ) ] a special bitbg, which is an indicator bit of the special
For a symmetric channel like BSC, where divergenGRessage. Second phase of length /7 uses the Yamamato-
D(Wyjx=z, |Wy|x=z,) between any two distinct inputs is theyiop strateqy for confirming or declining wheiy = 1. This
same (sayD), every input can be used ag. In this case, any gyrateqy simultaneously achieves the optimal missecetete

lengthn input sequence could be used as the special codewcggponent(j and the optimal false-alarm exponeBt,.,.. for
Since P; for symmetric channels is the uniform distributionyy,g special message.

X

_ 1
jo (“W) D.

Remark: This result seems to be directly connected with the
problem of identification via channels [14]. We can prove the This framework provides a large variety of fundamental
achievability part of their capacity theorem using an egtem problems to be studied. For example, many fundamental

V. FUTURE DIRECTIONS



limits of bit-wise and message-wise UEP need to be under-
stood for data-rates below capacity. In addition to thecaét
understanding, constructing efficient coding mechanisons f
achieving these tradeoffs is also crucial. One aspect stésk

is designing LDPC-like and algebraic codes, which provide
extra protection to the high priority information with srhal
computational complexity. Another aspect is addressirg th
effects of some practical alternatives to classical deapdi
e.g, list decoding.

Information networks, such as, two-way channels, broad-
cast and relay channels provide another rich dimension for
future research. Information theoretic understandingumhs
networks also provides a set of optimization problems to be
studied: the achievable resources of reliability and ragedn
to be efficiently divided between multiple information laye
ranging from the least special to the most special.
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