Network tomography via network coding

G. Sharma S. Jaggi B. K. Dey
Department of Electrical Engg. Department of Information Engineering Department of Electrical Engg.
Indian Institute of Tech. Bombay Chinese University of Hong Kong Indian Institute of Tech. Bombay
Mumbai, India, 400 076 Shatin, N.T., Hong kong Mumbai, India, 400 076

gauravsharma@iitb.ac.in jaggi@ie.cuhk.edu.hk bikash@ee.iith.ac.in

Abstract— In this work we show how existing network between them. To aid in this process, nodes are allowed
coding algorithms can be used to perform network tomog- to pass on arbitrary messages from upstream nodes to
raphy, i.e., estimate network topology. We first examine a downstream nodes. We also consider an adversarial setup
simple variant of the popular distributed random network _ wherein malicious nodes hidden in the network attempt
codes proposed by Ho et al. [14], and show how ity yior nt this process (for instance by lying about their

can enable each network node to passively estimate the wn node number. or b fruoting the m d
network topology upstream of it at no cost to throughput. 0 ode number, or by corrupting the messages passe

The delays introduced by each upstream node and link can N Py upstream nodes). The focus of this paper is to
also be similarly estimated. We then consider the scenario Show that current results and algorithms in the network

wherein an adversary hidden in the network wishes to coding literature generate network tomography schemes
disrupt the estimation of network topology. We show how with interesting properties.
network error-correcting codes can be used to reliably In the first part of this work, we note that such
perform_n_etwork tomography if the network has sufﬁcien_t network tomography can be done at no extra cost when
connectivity, and demonstrate that network tomography is iy njementing a classical distributed network code. The
impossible otherwise. distributed network codes suggested by Ho et al. [14]
Index terms. Network coding, network tomography, topo- . . .
logical identification, Byzantine adversaries. are Implemented by _egch "_'Ode per_formln_g random linear
operations over a finite field on incoming packets to
|. INTRODUCTION generate outgoing packets. Each packet is appended with

Network tomographyattempts to characterizes the short header that encodes the linear transform thus
internal properties of large networks via measuremerits. We show that a result of Ho et al [15] implies that
at the boundaries. Clearly, internal nodes have a larfpe network codes over large enough fields, with high
influence on network performance; routers inside thmobability the headers themselves can act as signatures
network determine the paths that information flows ihat are distinct for distinct networks. The receiver(s)
packets losses inside network@§ezt transmission rates,(and indeed every node) can then passively infer the
and cumulative delays incurred on nodes and links depstream network topology via the headers on incoming
termine the end-to-end delay of transmissions. Howevpackets, without the tomography disrupting the informa-
since currently implemented networks often do not allotion transmission. We note that this scheme can even be
clients to access the internal infrastructure, all suchrectly extended to the problem of determining dynamic
characteristics must be inferred by analyzing end-to-endtwork properties, such as packet delays incurred at
transmissions. each node and link.

We consider a model wherein each network netas We then consider the problem of actively estimat-
a unique identification numbégv). (For instance, the IP ing network topology in the presence of a malicious
address of a node, its GPS coordinates, or a factory staByzantine adversary who wishes to disrupt the estima-
could function as such identification numbers.) Prior tiion process. For instance, there might be a malicious
communication, each node knows only its own identrouter who wishes to disrupt internet communication by
fication numbers, and those of the nodes immediatdbisifying routing tables in the other routers. As a first
upstream and downstream of it. The goal of this worktep, we examine whether a nodean reliably estimate
is for a node to determine the identification numbershether a particular directed edge (') upstream of it
of all the nodes upstream of it and the set of linkexists or not. That is, if the nodes with indicasand



U’ are both known to be in the network, whether thesequire careful choice of injected packets, and heuristic
are connected via an edge directed fronto u’. The probabilistic or statistical signal-processing approsxh
nodev can estimate the topology of the entire networ&stimating the topology.

upstream of it by repeating this process at miogp

times (whereV is the set of nodes in the network). LeC. Network Coding Tomography

Z be a set of links of siz& that the adversary controls  \;ohvork codes, by design, require nodes inside the

(contrplling a n_ode is equivalent_to_ controliing all Iinksnetwork to perform computations on their received pack-
outgoing from it). We show that it is at least half the ets to generate transmitted packets. In the case of a

capgcnﬁ/ fro(rjn{u,u Jtov, theln rega;dless of thebsg_}?mf) pular class of distributed linear network codes [14],
use tfe al versary gan awalys _forﬁe a proba f' 'Y 8hch packet is also appended with a small header that
error of at _east_;l2|. onverseﬁ/, It the capal(/\:lty "OMinternal nodes use to transmit information about their
(U} to v is strictly greater than 2, network error- yinoar coding operations. The fact that internal nodes are
correcting cod_es recen_tly dlscussec_i in the Iltera_ture CAfibwed to perform (linear) computations, and that packet
be used to rellllably estimate the existenceloli) in @ o 4ers contain signatures of these linear operations, act
computationally ficient manner. as an additional resource for passive network tomog-
Il. BACKGROUND raphy. This idea has been leveraged by some authors.
A Network Codin The work in [1] considers peer-to-peer systems, and uses
o 9 o _ _ subspace ideas similar to those proposed in [7] to identify
Linear network coding IS the paradlgm of encouragingcal bottlenecks. In another work [2] the authors assume
each node to perform linear operations on receivgghpal knowledge of the network code, and based on
packets to generate transmissions. The seminal weRks strong assumption passively infer the topology of
of [4] and [5] showed that this results in informationyne network.
_theoretically optir_nal_codes. Bu_t arguably at IeasF aSThe first results (Theorem 4 and 5) in our paper
important a contribution of the field of network codingyost closely resembles the work of [9]. The main result
is the paradigm shift it caused in diverse fields SUGR (9] shows that a single random network code can be
as network algorithm design ([11], [14]), coding thegimitaneously robust against a set of failure patterns
ory ([13], [7]) and eficient wireless communicationsij o when some links go down), and also distinguish
(3], [6]), among others. This work demonstrates thgenyeen each of those failure patterns. However, they

possible benefits of network coding for the field ofi5 hot consider the problem of network identification,

network tomography. and also cannot distinguish between certain classes of
B. Network Tomography networks. Our work can distinguish between any pair

The t work t hv arises f th | of networks, and are also generalized to estimate the
€ term hetwork tomography arises from the anajo lay topologyof the network; i.e., the amount of delays

to a process (commonly used in medical and mdus”ﬁﬁcurred by transmissions at any node or link.

imaging) used to construct a model of the CrOSS'SeCtI()nOur second set of results (in Theorem 6) build directly

of an object. This imaging technique passes a multltug% the recent advances in network error-correcting codes

of rays of rays in dterent directions through the Objec,iEhS]v [7]). Such codes can be used to reliably communi-

to be measured, and reconstructs its two-dimensio L :
: ) ) .. cate over a network containing a Byzantine adversary as
cross-section by solving the corresponding estimation ) - o
: ) ) .Jong as certain network connectivity conditions are met.
problem. The idea behind network tomography is qui

o : e A particular, reliable communication is possible if and

similar, in that end-to-end communication parameters, . . T
(such as round-trip times, packet losses, headers) opéy if the mincut from the source to the sink is larger
’ y ﬁ\}an twice the mincut from the adversary to the sink. The

used to estimate the internal characteristics of the net-. , .
work pair of nodes{u,u’} use these network error-correcting

. . codes to signal existence or non-existence of the edge
One of the first works to consideretwork tomog- g g

raphy was by Vardi [19]. A survey of several results(u’u) V.
in the networking literature can be found in Castro
et al [20]. Commonly used schemes typically require
active network probing, with packets specially injected In the passivetomography case nodes estimate the
for the purpose of tomography. The schemes usuattpology of the network upstream of them using the

I1l. Passive NETwWORK TOMOGRAPHY



headers of network codes that are already being ugbd encoded data into batcheslopackets.

for information transmission. A packet contains a sequencerosymbols from the
We use a general model that encompasses both wifétite field Fq. All arithmetic operations henceforth are

and wireless networks. To simplify notation, we considétone over symbols fronf,. The choice of the finite

only the problems where a single source wishes to cofield Fq is a design parameter for each network code.

municate with a single destination over an acyclic ne@ut of then symbols in Alice’s packetb symbols are

work. However, using standard reductions our techniquégsiundancy added by the source.

extend to general multicast communication networks Alice organizes the data in each batch into a matrix

(multiple sources, multiple sinks, delays at nodes af¥] as shown below.

edges, delays at nodes and edges, cycles) over which

random linear network codes are employed. Our code X(L1) x(1.2) --- x(1,n)
design is almost identical to that in [14]. The crucial X(2,1) x22) --- x(2n)
difference is in the decoder — our codes allow the decoder - : : :

not only to retrieve the source’s information, but also x(b,1) x(b,2) --- x(b,n)

to retrieve the network topology with no penalty to the

communication rate. For completeness, we also outlineThe it" row in the matrix K], denoted K(i)], is just

the distributed network code design of [14]. the i" packet in the batch. As in standard distributed
The network is modeled as a hypergraph with edgtwork codes [14], the redundancy in each packet is

set & and vertex setV [17]. There is a source, Al- devoted to a length-unit vector, hence the matrixX|

ice, who communicates to a destination, Bob, overig of the form [X; 1], where |] denotes & x b identity

wired or wireless network. Each packet transmissidnatrix, andX; denotes the message part of the packets.

corresponds to a hyperedge (henceforth simply callegicoders: As in [14], Alice takes linear combinations

an edge) directed from the transmitting node to the the rows of K] to generate her transmitted packets. In

set of observer nodes. The hypergraph model captufRgticular, for each edgeleaving the sourcethe packet

both wired and wireless networks. For wired netWOka’,(e) tra\/ersinge is generated via the linear transform

the edge is a simple point-to-point link. For wirelesg;[X]. Here . (called thelocal coding vector for pis

networks, each such edge is determined by instantanegugector overF,. Its components are thiecal coding

channel realizations (packets may be lost due to fadiOQriabIes,Bi,e, for alliin {1,...,b}.

or collisions) and connects the transmitter to all nodesag the packets traverse the network, the internal

that hear the transmission. The hypergraph is unknowgdes also apply linear transforms to received packets

to Alice and Bob prior to transmission. Each nodé g generate the packets they broadcast. For eachedge

assumed to have a unique identification nunmiBgrWe |eaving a node, the packeY(e) traversingeis generated

assume that for eaahi(v) € {1,..., M}, whereM > ['V]  yjia the linear transformB(e)[Y (v)]. Here () (called

is an upper bound on the network size known in advanggs |ocal coding vector for pis a vector overfy. Its

by each network node. components are thiecal coding variablesse e, for all
The network capacity denoted byC, is defined as edgese that are incoming tov.

usual the time-average of the maximum number of The network code, i.e., the choice of local coding

packets that can be delivered from Alice to Bob over thectors for each edge, is described in Section IlI-A.

_network, l.e., the max flow of the hypergraph represente coder: Analogously to how Alice generateX], the
Ing the network. It can be _alsc_) expressedhaesmm-cgt destination Bob organizes the received packets into a
from the source to the destinatioffror the corresponding matrix [Y]. Theith received packet corresponds to tHe

multicast caset is_def@ned as the minimum of the r_nin'row of [Y]. Note that the number of received packets,
cuts over all destinations.) It is assumed that prior hd therefore the number of rows of ][ is a variable
code-de3|g_n, _the value d, or at least a good lJpIOerdependent on the network topology. The rank Wi, [
boundh to it, is known to the source. however, must be at leabtfor Bob to decode success-
Source: Alice generates incompressible data that slielly. Bob attempts to reconstruct Alice’s information,
wishes to deliver to Bob over the network. To do sdX], using the matrix of received packetg]|

Alice encodes her data as dictated by the encodingSince each packet transmitted by an internal node is
algorithm (described in subsequent sections). She dividefinear combination of its incoming packets, théeet



of the network at the destination can be summarized there is a common source of randomness available to
follows. each network node, and the network code choices are
[Y]=[TI[X] =[TX1 T], (1) a deterministic function of this common randomness.
For example, consider the the phone book of a random
The matrix [T] refers to the linear transform from Alice city (typically available to all residents) as analogous to
to Bob. The identity matrix in the lagt columns of K]  the common randomness, and the phone number of each
incurs the same transform as the rest of the batch. Thissigent being analogous to the local coding vector.
Bob receives a description of the network transform in gqr any edge let X, denote the information passing
[T]. through edgee (represented as a lengthvector). Then

Theorem 1 of [10], whose statement is reproducefe message through an edgeoutgoing from the head
below in Theorem 1, shows that the probability th&f e is encoded as

[T] does not have full column rank is asymptotically

negligible. With high probability, therefore, Bob can Xe= > PeeXe )
decode X] as [T]Y[Y]. eheade)=¢

We can now state the well-known prior results of [14], Let g equal the set of all the local coding variables
[10]. of all the nodes in a network. Two networks are con-

Theorem 1:(Theorem 1, [14], [10]) Choosing localsidereddetectably dferentif the subgraphs induced by
coding variables uniformly at random froiifl, results the nodes taking part in at least one path from the
in a network code that allows Alice to communicatgource to the sink are fiierent. As an example of the
with Bob at a rate asymptotically equalifigand with a implications of our definition, even if one network can
probability of error less than (2 1/q)€. be transformed into another simply by renumbering some

In addition, Theorem 3 in [8] is useful, since it givesiodes’ identification numbers, they are considered to
an explicit characterization off] in terms of the local be detectably dierent. Prior work on network coding
coding variables. LeF be theline graph matrix i.e., tomography does not distinguish between some such
the || x |&] matrix whose i( j) entry equalsi(e,€ej). classes of networks. Lemma 3 shows that the overall
Let A be theinput matrix i.e., theb x |E] matrix whose transfer matrixT with entries viewed as polynomials of
(i, )™ entry equal®ie. Let u be the number of edgesthe components ¢f are diferent for detectably éierent
incoming to the sink, andB be theoutput matrix i.e., networks.
the |&] x 1 matrix whose i( j)™ entry equalg, j, where  Lemma 3: The transfer matrice§ for detectably dif-

g is theith incoming edge to the sink. ferent networks are distinct.
Theorem 2:(Theorem 3, [8]) The transfer matriX] Proof: For two given networks, leNw,) and N(VV,
from Alice to Bob equals3(l — F)~*A. denote the number of edges from nodeo nodev

in the two networks. Since the networks ardfatient,
there exist nodes andVv’ such thatN) > NVV,), and

We are now in a position to state our code design aird the first network there is a path from the source to
the corresponding results for passive tomography. v to V' to the sink. By Theorem 1 of [16], there is a

First, each vertex; pares the network of excess edgespmponent in the transfer matri for the first network
so that there are no more thémedges incoming to it where the degree of songg; corresponding to the extra
from any other vertex;, nor more thar edges outgoing edge is honzero, whereas the degree of the same variable
from it to any other vertexx. Since it is assumed thatin every component of the transfer matrix of the second
h > C, this does not change the achievable rate of tihetwork is zero. [ |
network code. In the resultant pared network, each nodd.emma 3 compares the transfer matrices correspond-
may still need up tchM local coding vectors, each ofing to different networks in terms of the variables in the
length at mosthM. The required vectors are chosefocal encoding vectors. However, the linear transforms
by selecting [iM)? elements uniformly i.i.d. fromF,. observed by each node depends on the values of the
Unlike [14], the ©M)? local coding variables for eachlocal coding variables chosen by each node rather than
node v in the network are assumed to be generatéloe variables themselves. The following theorem shows
and known in advance by all nodes in the networkhat if the values of each of these variables is chosen by
even though the network topology itself is not knowgenerating them i.i.d. according to a uniform distribution
in advance to anyone. The underlying assumption is tHedm a suficiently large fieldFy, then with high proba-

A. Topology Identification



bility the transfer matrices oll the diterent networks Typically, an upper bound on the edge delay will
will also be distinct. The proof technique is very similabe known a priori by Bob. The following result can
to that employed in [9], where it is shown thatférent then be proved in the same way as Theorem 4. In this
failure patterns of networks can be identified using titeeorem, two networks with same nodes and edges are
packet headers. also considered ferent if at least one edge hasfdrent

Theorem 4:1f each local coding variable is generatedelays in the two networks.

i.i.d. with a uniform distribution overFy, then the  Theorem 5:If each local coding variablgee g, is
probability that all the dferent unicast networks with atgenerated i.i.d. with a uniform distribution ovég, then
most|V| nodes and at mos$€| edges will have distinct the probability that all the dierent unicast networks with
transfer matrices is at least-1|V|*¢l (1— (1- l)'“"). at most|'V| nodes, at mog&| edges and maximum edge
Proof: There arelVertice$ possible starting points anddelay D will have distinct transfer matrices is at least
|Vertice$ possible ending points for each edge. Therd-— [V4¢ D24l (1— (1- é)'(‘").

fore the number of networks with at mofV| nodes  Note:If there are delays at both links and nodes, then
and |€| edges is bounded from above by|?¢. Each every nodeu may also scale all its coding variables by
path in any of the networks have at mdél edges. another variablery, depending on its delag,. Again,
Since the networks are acyclic, each variable has degtsing the technique of Theorem 4 it is then possible,
at most one in every component of the transfer matriwjth high probability, to identify the network topology
and every component has the total degree at rfidst and the delay topology of the network from the received
Consider two dferent unicast networkis,) andNy, ),  transfer matrix.

and the corresponding transfer matriceN,,) and
T(Ny))- By Lemma 3 at least one of the polynomials
corresponding to an entry of thefldirence of the transfer In the activetomography case some or all the internal
matricesT (Nw,v)) — T(N;,,,) is non-zero. By Lemma 4 nodes are allowed to perform any general computation
in [15], which is a result of recursive application of the@f messages on incoming links to generate messages
Schwartz-Zippel Lemma [18], the probability that thi®n outgoing links. Such schemes may be harder to
polynomial equals zero for a particular choice of thenplement, and may be more disruptive to network
variablesg is at most 1- (1 - é)”". Using the union communication. However, since this paradigm is more
bound over all possible networks gives us the requirgeneral than that of passive network tomography, more
result. B powerful schemes can be designed.

The above proof can be directly extended for the caseUnder this paradigm, we consider the harder prob-
where each node wishes to estimate the entire netwdgkn of discovering the network topology upstream of
upstream of it. For wireless networks (modeled via node, given that the network may contain one or
hypergraphs) we consider hyperedges instead of edgasieral Byzantine adversaries intent on disrupting the
The code construction and identification is exactly thtemography process. To this end, these adversaries may
same, except that each node codebook will be biggmrrupt all information coming from or passing through
since there are®! possible edges outgoing from anyhem.
node compared t@)V| — 1 possible edges. The adversary controls an arbitrary set edges of size
Z. The set of links he controls is denotédl. He can
_ _ transmit arbitrary messages on the edgesZn This

If the edges in the network haveffiirent delays, then y,qe| also encompasses adversarial control of nodes,
the delay topology can also be estimated along wilfiyce controlling a set of nodes is equivalent to con-
the network topology using the same technique as §Ryling all edges outgoing from them. The adversary
Theorem 4. Suppose the delay at each edge is knogp,s in advance the network tomography protocol that
at the head node (the receiver) of that edge (Up t0 thgnyork nodes use. In addition, we can even allow him
nearest time unit). For every pag, €) of incoming and 1, know the entire network topology, and the messages
outgoing edges, a node uses defent local variable yansmitted on each honest link since (as we show below)
Bee g, for different delayde of e. Thus the message foryhis qoes not change the result.
the edgee’ is encoded as We reduce the tomography problem to that of detect-

Xeg = Z ﬁe’e’dje. (3) ing whether a single edge is in the network or not. More

eheade)=m precisely,

IV. Active NETWORK TOMOGRAPHY

B. Delay topology identification



Problem 1. Edge Detection in the presence of an distributed network coding scheme of Ho et al, oblivious
adversary: A nodev wishes to reliably estimate whethetto the presence of an adversary.

two nodesu and u’, known byv to be in the network ...

upstream of it, have an edge, () between them. All .

communication is over a directed network containing a
Byzantine adversary containing a sgtof links.

If Problem 1 can be reliably solved, repeating the In Section Il we outline passive network tomography
process at mosiM? times allows the node to estimateschemes that can estimate both the static and dynamic
the existence or non-existence of each link. topology of the network. These schemes can be imple-

As in the passive tomography case, for simplicity weented via existing network codes, at no cost to the
consider directed acyclic wired networks (though th@roughput. The tradefbis that the tomography schemes
results can be directly to wired networks with cycles).we propose have high complexity of implementation at

We note that Problem 1 defined above can furthgéife decoder — we are currently investigating whether this
be reduced to the following network communicatiogan be lowered. In Section IV we we provide matching
problem. necessary and fiicient conditions the problem of esti-
Problem 2. Network communication in the presence Mmating the existence of a single edge despite the presence
of an adversary: The set of nodegu, U’} (if they are in of an adversary who wishes to obfuscate this process. It
the network) wish to communicate a single bit reliablig possible that the necessary conditions on estimating
to the nodev over a network containing a Byzantindhe existence of multiple edges simultaneously are less
adversary controlling the sef of links. stringent, since if the adversary attempts to disrupt the

The reason is that the only part of the network th&mography process for the estimation of one edge,
knows whether or not the directed edgel) is in the he may be unable to do so for another. This is an
network are the two nodasandu’. The single bit they area of current investigation. We are also investigating
wish to communicate corresponds to the existence Wwhat can be achieved by purely passive network coding
non-existence of this link. tomography in the presence of an adversary.

The reduction of Problem 1 to Problem 2 allows
us to use the set of recent results concerning network
communication in the presence of Byzantine adversariesG. Sharma was supported by a Direct Grant and the

In particular, Theorem 2 [13] is relevant. LEtbe the MS-CU-JL grant during his internship at the Chinese
min-cut from the source comprising the two nodesnd University of Hong Kong. We wish to thank Raymond
U’ to the nodev. Yeung for his suggestion that our schemes could also

Theorem 6:The nodesu and W can communicate estimate the delay topology of the network.
reliably to a sink over a network with an adversary who

V. CONCLUSION
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