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Abstract— In this work we show how existing network
coding algorithms can be used to perform network tomog-
raphy, i.e., estimate network topology. We first examine a
simple variant of the popular distributed random network
codes proposed by Ho et al. [14], and show how it
can enable each network node to passively estimate the
network topology upstream of it at no cost to throughput.
The delays introduced by each upstream node and link can
also be similarly estimated. We then consider the scenario
wherein an adversary hidden in the network wishes to
disrupt the estimation of network topology. We show how
network error-correcting codes can be used to reliably
perform network tomography if the network has sufficient
connectivity, and demonstrate that network tomography is
impossible otherwise.
Index terms: Network coding, network tomography, topo-
logical identification, Byzantine adversaries.

I. I

Network tomographyattempts to characterizes the
internal properties of large networks via measurements
at the boundaries. Clearly, internal nodes have a large
influence on network performance; routers inside the
network determine the paths that information flows in,
packets losses inside networks affect transmission rates,
and cumulative delays incurred on nodes and links de-
termine the end-to-end delay of transmissions. However,
since currently implemented networks often do not allow
clients to access the internal infrastructure, all such
characteristics must be inferred by analyzing end-to-end
transmissions.

We consider a model wherein each network nodev has
a unique identification numberi(v). (For instance, the IP
address of a node, its GPS coordinates, or a factory stamp
could function as such identification numbers.) Prior to
communication, each node knows only its own identi-
fication numbers, and those of the nodes immediately
upstream and downstream of it. The goal of this work
is for a node to determine the identification numbers
of all the nodes upstream of it and the set of links

between them. To aid in this process, nodes are allowed
to pass on arbitrary messages from upstream nodes to
downstream nodes. We also consider an adversarial setup
wherein malicious nodes hidden in the network attempt
to disrupt this process (for instance by lying about their
own node number, or by corrupting the messages passed
on by upstream nodes). The focus of this paper is to
show that current results and algorithms in the network
coding literature generate network tomography schemes
with interesting properties.

In the first part of this work, we note that such
network tomography can be done at no extra cost when
implementing a classical distributed network code. The
distributed network codes suggested by Ho et al. [14]
are implemented by each node performing random linear
operations over a finite field on incoming packets to
generate outgoing packets. Each packet is appended with
a short header that encodes the linear transform thus
far. We show that a result of Ho et al [15] implies that
for network codes over large enough fields, with high
probability the headers themselves can act as signatures
that are distinct for distinct networks. The receiver(s)
(and indeed every node) can then passively infer the
upstream network topology via the headers on incoming
packets, without the tomography disrupting the informa-
tion transmission. We note that this scheme can even be
directly extended to the problem of determining dynamic
network properties, such as packet delays incurred at
each node and link.

We then consider the problem of actively estimat-
ing network topology in the presence of a malicious
Byzantine adversary who wishes to disrupt the estima-
tion process. For instance, there might be a malicious
router who wishes to disrupt internet communication by
falsifying routing tables in the other routers. As a first
step, we examine whether a nodev can reliably estimate
whether a particular directed edge (u,u′) upstream of it
exists or not. That is, if the nodes with indicesu and



u′ are both known to be in the network, whether they
are connected via an edge directed fromu to u′. The
nodev can estimate the topology of the entire network
upstream of it by repeating this process at most|V|2

times (whereV is the set of nodes in the network). Let
Z be a set of links of sizeZ that the adversary controls
(controlling a node is equivalent to controlling all links
outgoing from it). We show that ifZ is at least half the
capacity from{u,u′} to v, then regardless of the scheme
used the adversary can always force a probability of
error of at least 1/2. Conversely, if the capacity from
{u,u′} to v is strictly greater than 2Z, network error-
correcting codes recently discussed in the literature can
be used to reliably estimate the existence of (u,u′) in a
computationally efficient manner.

II. B

A. Network Coding

Linear network coding is the paradigm of encouraging
each node to perform linear operations on received
packets to generate transmissions. The seminal work
of [4] and [5] showed that this results in information-
theoretically optimal codes. But arguably at least as
important a contribution of the field of network coding
is the paradigm shift it caused in diverse fields such
as network algorithm design ([11], [14]), coding the-
ory ([13], [7]) and efficient wireless communications
([3], [6]), among others. This work demonstrates the
possible benefits of network coding for the field of
network tomography.

B. Network Tomography

The term network tomography arises from the analogy
to a process (commonly used in medical and industrial
imaging) used to construct a model of the cross-section
of an object. This imaging technique passes a multitude
of rays of rays in different directions through the object
to be measured, and reconstructs its two-dimensional
cross-section by solving the corresponding estimation
problem. The idea behind network tomography is quite
similar, in that end-to-end communication parameters
(such as round-trip times, packet losses, headers) are
used to estimate the internal characteristics of the net-
work.

One of the first works to considernetwork tomog-
raphy was by Vardi [19]. A survey of several results
in the networking literature can be found in Castro
et al [20]. Commonly used schemes typically require
active network probing, with packets specially injected
for the purpose of tomography. The schemes usually

require careful choice of injected packets, and heuristic
probabilistic or statistical signal-processing approachto
estimating the topology.

C. Network Coding Tomography

Network codes, by design, require nodes inside the
network to perform computations on their received pack-
ets to generate transmitted packets. In the case of a
popular class of distributed linear network codes [14],
each packet is also appended with a small header that
internal nodes use to transmit information about their
linear coding operations. The fact that internal nodes are
allowed to perform (linear) computations, and that packet
headers contain signatures of these linear operations, act
as an additional resource for passive network tomog-
raphy. This idea has been leveraged by some authors.
The work in [1] considers peer-to-peer systems, and uses
subspace ideas similar to those proposed in [7] to identify
local bottlenecks. In another work [2] the authors assume
global knowledge of the network code, and based on
this strong assumption passively infer the topology of
the network.

The first results (Theorem 4 and 5) in our paper
most closely resembles the work of [9]. The main result
in [9] shows that a single random network code can be
simultaneously robust against a set of failure patterns
(i.e., when some links go down), and also distinguish
between each of those failure patterns. However, they
do not consider the problem of network identification,
and also cannot distinguish between certain classes of
networks. Our work can distinguish between any pair
of networks, and are also generalized to estimate the
delay topologyof the network; i.e., the amount of delays
incurred by transmissions at any node or link.

Our second set of results (in Theorem 6) build directly
on the recent advances in network error-correcting codes
([13], [7]). Such codes can be used to reliably communi-
cate over a network containing a Byzantine adversary as
long as certain network connectivity conditions are met.
In particular, reliable communication is possible if and
only if the mincut from the source to the sink is larger
than twice the mincut from the adversary to the sink. The
pair of nodes{u,u′} use these network error-correcting
codes to signal existence or non-existence of the edge
(u,u′) to v.

III. P N T

In the passivetomography case nodes estimate the
topology of the network upstream of them using the



headers of network codes that are already being used
for information transmission.

We use a general model that encompasses both wired
and wireless networks. To simplify notation, we consider
only the problems where a single source wishes to com-
municate with a single destination over an acyclic net-
work. However, using standard reductions our techniques
extend to general multicast communication networks
(multiple sources, multiple sinks, delays at nodes and
edges, delays at nodes and edges, cycles) over which
random linear network codes are employed. Our code
design is almost identical to that in [14]. The crucial
difference is in the decoder – our codes allow the decoder
not only to retrieve the source’s information, but also
to retrieve the network topology with no penalty to the
communication rate. For completeness, we also outline
the distributed network code design of [14].

The network is modeled as a hypergraph with edge
set E and vertex setV [17]. There is a source, Al-
ice, who communicates to a destination, Bob, over a
wired or wireless network. Each packet transmission
corresponds to a hyperedge (henceforth simply called
an edge) directed from the transmitting node to the
set of observer nodes. The hypergraph model captures
both wired and wireless networks. For wired networks,
the edge is a simple point-to-point link. For wireless
networks, each such edge is determined by instantaneous
channel realizations (packets may be lost due to fading
or collisions) and connects the transmitter to all nodes
that hear the transmission. The hypergraph is unknown
to Alice and Bob prior to transmission. Each nodev is
assumed to have a unique identification numberi(v) We
assume that for eachv, i(v) ∈ {1, . . . ,M}, whereM ≥ |V|
is an upper bound on the network size known in advance
by each network node.

The network capacity, denoted byC, is defined as
usual the time-average of the maximum number of
packets that can be delivered from Alice to Bob over the
network, i.e., the max flow of the hypergraph represent-
ing the network. It can be also expressed asthe min-cut
from the source to the destination. (For the corresponding
multicast case,C is defined as the minimum of the min-
cuts over all destinations.) It is assumed that prior to
code-design, the value ofC, or at least a good upper
boundh to it, is known to the source.

Source: Alice generates incompressible data that she
wishes to deliver to Bob over the network. To do so,
Alice encodes her data as dictated by the encoding
algorithm (described in subsequent sections). She divides

the encoded data into batches ofb packets.
A packet contains a sequence ofn symbols from the

finite field Fq. All arithmetic operations henceforth are
done over symbols fromFq. The choice of the finite
field Fq is a design parameter for each network code.
Out of then symbols in Alice’s packet,b symbols are
redundancy added by the source.

Alice organizes the data in each batch into a matrix
[X] as shown below.

[X] =
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The ith row in the matrix [X], denoted [X(i)], is just
the ith packet in the batch. As in standard distributed
network codes [14], the redundancy in each packet is
devoted to a length-b unit vector, hence the matrix [X]
is of the form [X1 I ], where [I ] denotes ab× b identity
matrix, andX1 denotes the message part of the packets.

Encoders: As in [14], Alice takes linear combinations
of the rows of [X] to generate her transmitted packets. In
particular, for each edgee leaving the sources the packet
Y(e) traversinge is generated via the linear transform
~βe[X]. Here ~βe (called thelocal coding vector for e) is
a vector overFq. Its components are thelocal coding
variablesβi,e, for all i in {1, . . . ,b}.

As the packets traverse the network, the internal
nodes also apply linear transforms to received packets
to generate the packets they broadcast. For each edgee
leaving a nodev, the packetY(e) traversinge is generated
via the linear transform~β(e)[Y(v)]. Here ~β(e) (called
the local coding vector for e) is a vector overFq. Its
components are thelocal coding variablesβe′ ,e, for all
edgese′ that are incoming tov.

The network code, i.e., the choice of local coding
vectors for each edge, is described in Section III-A.

Decoder: Analogously to how Alice generates [X], the
destination Bob organizes the received packets into a
matrix [Y]. The ith received packet corresponds to theith

row of [Y]. Note that the number of received packets,
and therefore the number of rows of [Y], is a variable
dependent on the network topology. The rank of [Y],
however, must be at leastb for Bob to decode success-
fully. Bob attempts to reconstruct Alice’s information,
[X], using the matrix of received packets [Y].

Since each packet transmitted by an internal node is
a linear combination of its incoming packets, the effect



of the network at the destination can be summarized as
follows.

[Y] = [T][X] = [TX1 T], (1)

The matrix [T] refers to the linear transform from Alice
to Bob. The identity matrix in the lastb columns of [X]
incurs the same transform as the rest of the batch. Thus,
Bob receives a description of the network transform in
[T].

Theorem 1 of [10], whose statement is reproduced
below in Theorem 1, shows that the probability that
[T] does not have full column rank is asymptotically
negligible. With high probability, therefore, Bob can
decode [X] as [T]−1[Y].

We can now state the well-known prior results of [14],
[10].

Theorem 1:(Theorem 1, [14], [10]) Choosing local
coding variables uniformly at random fromFq results
in a network code that allows Alice to communicate
with Bob at a rate asymptotically equalingh and with a
probability of error less than (1− 1/q)|E|.

In addition, Theorem 3 in [8] is useful, since it gives
an explicit characterization of [T] in terms of the local
coding variables. LetF be the line graph matrix, i.e.,
the |E| × |E| matrix whose (i, j)th entry equalsβ(ei ,ej).
Let A be theinput matrix, i.e., theb× |E| matrix whose
(i, j)th entry equalsβi,ej . Let µ be the number of edges
incoming to the sink, andB be theoutput matrix, i.e.,
the |E| × µ matrix whose (i, j)th entry equalsβei , j, where
ei is the ith incoming edge to the sink.

Theorem 2:(Theorem 3, [8]) The transfer matrix [T]
from Alice to Bob equalsB(I − F)−1A.

A. Topology Identification

We are now in a position to state our code design and
the corresponding results for passive tomography.

First, each vertexv j pares the network of excess edges,
so that there are no more thanh edges incoming to it
from any other vertexvi , nor more thanh edges outgoing
from it to any other vertexvk. Since it is assumed that
h ≥ C, this does not change the achievable rate of the
network code. In the resultant pared network, each node
may still need up tohM local coding vectors, each of
length at mosthM. The required vectors are chosen
by selecting (hM)2 elements uniformly i.i.d. fromFq.
Unlike [14], the (hM)2 local coding variables for each
node v in the network are assumed to be generated
and known in advance by all nodes in the network,
even though the network topology itself is not known
in advance to anyone. The underlying assumption is that

there is a common source of randomness available to
each network node, and the network code choices are
a deterministic function of this common randomness.
For example, consider the the phone book of a random
city (typically available to all residents) as analogous to
the common randomness, and the phone number of each
resident being analogous to the local coding vector.

For any edgee let ~Xe denote the information passing
through edgee (represented as a length-n vector). Then
the message through an edgee′ outgoing from the head
of e is encoded as

~Xe′ =

∑

e:head(e)=e′
βe,e′ ~Xe. (2)

Let β equal the set of all the local coding variables
of all the nodes in a network. Two networks are con-
sidereddetectably different if the subgraphs induced by
the nodes taking part in at least one path from the
source to the sink are different. As an example of the
implications of our definition, even if one network can
be transformed into another simply by renumbering some
nodes’ identification numbers, they are considered to
be detectably different. Prior work on network coding
tomography does not distinguish between some such
classes of networks. Lemma 3 shows that the overall
transfer matrixT with entries viewed as polynomials of
the components ofβ are different for detectably different
networks.

Lemma 3:The transfer matricesT for detectably dif-
ferent networks are distinct.
Proof: For two given networks, letN(v,v′) and N′(v,v′)
denote the number of edges from nodev to node v′

in the two networks. Since the networks are different,
there exist nodesv and v′ such thatN(v,v′) > N′(v,v′), and
in the first network there is a path from the source to
v to v′ to the sink. By Theorem 1 of [16], there is a
component in the transfer matrixT for the first network
where the degree of someβi, j corresponding to the extra
edge is nonzero, whereas the degree of the same variable
in every component of the transfer matrix of the second
network is zero.

Lemma 3 compares the transfer matrices correspond-
ing to different networks in terms of the variables in the
local encoding vectors. However, the linear transforms
observed by each node depends on the values of the
local coding variables chosen by each node rather than
the variables themselves. The following theorem shows
that if the values of each of these variables is chosen by
generating them i.i.d. according to a uniform distribution
from a sufficiently large fieldFq, then with high proba-



bility the transfer matrices ofall the different networks
will also be distinct. The proof technique is very similar
to that employed in [9], where it is shown that different
failure patterns of networks can be identified using the
packet headers.

Theorem 4:If each local coding variable is generated
i.i.d. with a uniform distribution overFq, then the
probability that all the different unicast networks with at
most |V| nodes and at most|E| edges will have distinct
transfer matrices is at least 1− |V|4|E|

(

1− (1− 1
q)|V|
)

.
Proof: There are|Vertices| possible starting points and
|Vertices| possible ending points for each edge. There-
fore the number of networks with at most|V| nodes
and |E| edges is bounded from above by|V|2|E|. Each
path in any of the networks have at most|E| edges.
Since the networks are acyclic, each variable has degree
at most one in every component of the transfer matrix,
and every component has the total degree at most|V|.
Consider two different unicast networksN(v,v′) andN′(v,v′),
and the corresponding transfer matricesT(N(v,v′)) and
T(N′(v,v′)). By Lemma 3 at least one of the polynomials
corresponding to an entry of the difference of the transfer
matricesT(N(v,v′)) − T(N′(v,v′)) is non-zero. By Lemma 4
in [15], which is a result of recursive application of the
Schwartz-Zippel Lemma [18], the probability that this
polynomial equals zero for a particular choice of the
variablesβ is at most 1− (1 − 1

q)|V|. Using the union
bound over all possible networks gives us the required
result.

The above proof can be directly extended for the case
where each node wishes to estimate the entire network
upstream of it. For wireless networks (modeled via
hypergraphs) we consider hyperedges instead of edges.
The code construction and identification is exactly the
same, except that each node codebook will be bigger
since there are 2|V|−1 possible edges outgoing from any
node compared to|V| − 1 possible edges.

B. Delay topology identification

If the edges in the network have different delays, then
the delay topology can also be estimated along with
the network topology using the same technique as in
Theorem 4. Suppose the delay at each edge is known
at the head node (the receiver) of that edge (up to the
nearest time unit). For every pair (e,e′) of incoming and
outgoing edges, a node uses a different local variable
βe,e′ ,de for different delayde of e. Thus the message for
the edgee′ is encoded as

~Xe′ =

∑

e:head(e)=m

βe,e′ ,de
~Xe. (3)

Typically, an upper boundD on the edge delay will
be known a priori by Bob. The following result can
then be proved in the same way as Theorem 4. In this
theorem, two networks with same nodes and edges are
also considered different if at least one edge has different
delays in the two networks.

Theorem 5:If each local coding variableβe,e′ ,de is
generated i.i.d. with a uniform distribution overFq, then
the probability that all the different unicast networks with
at most|V| nodes, at most|E| edges and maximum edge
delay D will have distinct transfer matrices is at least
1− |V|4|E|D2|E|

(

1− (1− 1
q)|V|
)

.
Note: If there are delays at both links and nodes, then

every nodeu may also scale all its coding variables by
another variableαdu depending on its delaydu. Again,
using the technique of Theorem 4 it is then possible,
with high probability, to identify the network topology
and the delay topology of the network from the received
transfer matrix.

IV. A N T

In theactivetomography case some or all the internal
nodes are allowed to perform any general computation
of messages on incoming links to generate messages
on outgoing links. Such schemes may be harder to
implement, and may be more disruptive to network
communication. However, since this paradigm is more
general than that of passive network tomography, more
powerful schemes can be designed.

Under this paradigm, we consider the harder prob-
lem of discovering the network topology upstream of
a node, given that the network may contain one or
several Byzantine adversaries intent on disrupting the
tomography process. To this end, these adversaries may
corrupt all information coming from or passing through
them.

The adversary controls an arbitrary set edges of size
Z. The set of links he controls is denotedZ. He can
transmit arbitrary messages on the edges inZ. This
model also encompasses adversarial control of nodes,
since controlling a set of nodes is equivalent to con-
trolling all edges outgoing from them. The adversary
knows in advance the network tomography protocol that
network nodes use. In addition, we can even allow him
to know the entire network topology, and the messages
transmitted on each honest link since (as we show below)
this does not change the result.

We reduce the tomography problem to that of detect-
ing whether a single edge is in the network or not. More
precisely,



Problem 1. Edge Detection in the presence of an
adversary: A nodev wishes to reliably estimate whether
two nodesu and u′, known by v to be in the network
upstream of it, have an edge (u,u′) between them. All
communication is over a directed network containing a
Byzantine adversary containing a setZ of links.

If Problem 1 can be reliably solved, repeating the
process at mostM2 times allows the node to estimate
the existence or non-existence of each link.

As in the passive tomography case, for simplicity we
consider directed acyclic wired networks (though the
results can be directly to wired networks with cycles).

We note that Problem 1 defined above can further
be reduced to the following network communication
problem.

Problem 2. Network communication in the presence
of an adversary: The set of nodes{u,u′} (if they are in
the network) wish to communicate a single bit reliably
to the nodev over a network containing a Byzantine
adversary controlling the setZ of links.

The reason is that the only part of the network that
knows whether or not the directed edge (u,u′) is in the
network are the two nodesu andu′. The single bit they
wish to communicate corresponds to the existence or
non-existence of this link.

The reduction of Problem 1 to Problem 2 allows
us to use the set of recent results concerning network
communication in the presence of Byzantine adversaries.

In particular, Theorem 2 [13] is relevant. LetC be the
min-cut from the source comprising the two nodesu and
u′ to the nodev.

Theorem 6:The nodesu and u′ can communicate
reliably to a sink over a network with an adversary who
controls the linksZ if and only if C > 2Z.
Sketch of Proof:If Z is at least half ofC, then the
adversary can choose his edgesZ to lie in a min-cut
from {u,u′} to v. He can then mimic the tomography
protocol that the nodes{u,u′} are using, but flip the bit
of information that they wish to communicate.

On the other hand, ifZ is less than half ofC,
then {u,u′} can use a network error-correcting code
(for example [13], [7]) to communicate reliably with
v. These codes are polynomial-time and distributed. In
fact, as outlined in [13], they can also be overlaid on
the distributed network codes of Ho et al – the only
difference lies in the fact that the nodes{u,u′} need
to add some redundancy to their transmissions, and the
node v needs to solve a set of linear equations. Thus
the only active part of this tomography scheme is for
the nodesu, u′ andv′ – all other nodes can perform the

distributed network coding scheme of Ho et al, oblivious
to the presence of an adversary.

.....................................................

..................................................

V. C

In Section III we outline passive network tomography
schemes that can estimate both the static and dynamic
topology of the network. These schemes can be imple-
mented via existing network codes, at no cost to the
throughput. The trade-off is that the tomography schemes
we propose have high complexity of implementation at
the decoder – we are currently investigating whether this
can be lowered. In Section IV we we provide matching
necessary and sufficient conditions the problem of esti-
mating the existence of a single edge despite the presence
of an adversary who wishes to obfuscate this process. It
is possible that the necessary conditions on estimating
the existence of multiple edges simultaneously are less
stringent, since if the adversary attempts to disrupt the
tomography process for the estimation of one edge,
he may be unable to do so for another. This is an
area of current investigation. We are also investigating
what can be achieved by purely passive network coding
tomography in the presence of an adversary.
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