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Abstract—Information-theoretic performance limits of digital
fingerprinting systems subject to almost-sure squared-error dis-
tortion constraints on the fingerprint embedder and the colluders
are derived in this paper. The rate of the fingerprinting code is
R = %logM where N is codelength and M is the number of
users. No assumption is made on the host signal statistics, but the
collusion channel is also subject to a location-invariant condition.
The receiver knows neither the collusion channel nor even the
number of colluders. Capacity is the supremum of achievable

rates and is shown to be equal to 5z log(1 + 775-) where K is

the number of colluders, and D; and D. are the L2-distortion
tolerance levels for the fingerprint embedder and the colluders,
respectively. The worst collusion is shown to consist of uniform
linear averaging of the coalition’s marked copies followed by
addition of independent spherical noise. Positive error exponents
are achieved at all rates below capacity using random spherical
fingerprinting codes and a new universal decoding criterion based
on empirical Gaussian mutual information. It is also shown that
minimum-distance decoding fails for this problem, and that a
simple single-user decoder is almost as good as the universal
decoder for large K. Geometric interpretations for all the results
are given.

Keywords. Digita fingerprinting, capacity, error exponents,
universal coding, normalized correlation, randomized codes,
Gaussian random variables, multiple-access channels, typical
sets, model order selection.

|. INTRODUCTION

Digital fingerprinting systems can be used for traitor tracing
or digital rights management applications. A length-N real-
valued signal is to be protected and distributed to M users.
Some of the users (K of them) may collude and process their
copies to create a pirated copy that contains only weak traces
of their fingerprints. This problem was first posed by Cox et
al. [1] who proposed the use of Gaussian fingerprints for this
purpose. Specifically, their fingerprintswerei.i.d. (independent
and identically distributed) Gaussian sequences; the fingerprint
code is shared with the decoder but not revealed to the users.

A fundamental question is what are the optimal performance
limits for detection of colluders. To make the problem non-
trivial, one may assume embedding distortion constraints on
the fingerprinter and the colluders. Examples of this analysis
include [2]{4] for the case of signas defined over finite
aphabets, and [5], [6] for the case of real-valued signals.

Ying Wang
Qualcomm Flarion Technologies
Bridgewater, NJ 08807, USA
Email: yingw@qua comm.com

In the latter case, an obvious (but not necessarily optimal)
strategy for the colludersisto perform auniform linear average
of their copies and add i.i.d. Gaussian noise; this strategy
was examined in the above papers. Possible improvements for
the attackers consist of developing (nonlinear) order-statistics
attacks [7], as illustrated by numerical simulations [8]. The
papers [5]-{8] did not establish whether stronger attacks or
better decoders might exist.

An information-theoretic analysis of universal fingerprinting
over finite a phabets was recently reported in [4]. The decoder
has access to a pirated copy as well as to the host signa
(nonblind detection) and returns a list of accused users. The
decoder knows neither the collusion channel nor even the
number of colluders. The cost functions are the false-positive
and false-negative error probabilities, which should vanish
for any admissible collusion strategy. The same universal
fingerprinting setup is assumed in this paper. However the
random coding techniques of [4] rely on the method of types
and are not applicable here. A different approach is therefore
needed. An extended version of this paper containing the
proofs will be presented in [9].

Notation. Throughout this paper, we use boldface upper-
case letters to denote random vectors, and uppercase letters
for the components of the vectors. Mathematical expecta-
tion is denoted by the symbol E. The shorthands an =

by and ayn ébN denote asymptotic relations in the ex-
ponential scale, respectively limy .o v log & = 0 and
limsupy_, o %log‘g—j\\[’ < 0. We define K £ {1,2,---, K}.
The Euclidean norm of a vector x is denoted by ||x| =
(32, #2)Y/2. The N-sphere of radius r is defined as {x €
RN ||x[|2 = r2}. If r = 1, the N-sphere is conventionally
denoted by SV¥~!. The K x K identity matrix is denoted by
Ix. For any collection of vectors {x1,...,x}, we denote
by xx = {xk, k € K} the restriction of this collection to
its components £ € K. The Gaussian distribution with mean
zero and covariance matrix R is denoted by A/(0,R). The
determinant of a matrix is denoted by | - |. The differential
entropy of a random variable X with probability density
function (pdf) p is denoted by h(X) = — [plogp. The
Kullback-Leibler divergence between two pdf's p and ¢ is
denoted by D(pllq) = [plog 2.
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Fig. 1. The fingerprinting process and the collusion channel py|x .-

Il. PROBLEM STATEMENT

The mathematical setup of the problem is diagrammed in
Fig. 1.

A. Fingerprint Generation and Embedding

The host signal is a sequence S = (S(1),...,S(V)) in
RY, viewed as deterministic but unknown to the colluders.
Fingerprints are added to S, and the marked copies of the
signal are distributed to 2V® users. Specifically, user m
is assigned a marked copy X,, = S + U,, where m €
{1,...,2NF} & My, and U,, € RY is the fingerprint
assigned to user m. The fingerprints are randomized by means
of a random variable V shared between encoder and decoder
but unknown to the colluders. The random variable V is
independent of S and m, and the dependency of U,,, on V is
not indicated explicitly. The encoding function takes the form
Xm = fN(S,m,V).

The fingerprints U,,, m € My form a (N, 2V %) finger-
printing code C of rate R. In a typical signal fingerprinting
application, N ~ 103 — 10° and 2% < 10° (not to exceed
the number of humans).

Fingerprints must satisfy the distortion constraint

|Unl> < NDg, V¥m e My,

where Dy is the mean-squared distortion due to embedding.

Aswe shall see, only two kinds of randomization are needed
here. Thefirst is randomized rotation of a prototype fingerprint
congtellation ¢ = {U,,, m € My} via a parameter O
that is uniformly distributed over the special orthonormal
group SO(N). The randomly rotated code is of the form
C® ={0eu,,, m € My}. The second kind of randomization
is permutation of the users fingerprint assignments, to equalize
error probabilities for all coalitions. The randomly permuted
code is of the form C™ = {U,-1¢,,), m € My} where 7
is drawn uniformly from the set of all 2V%! permutations
of My. Combining both kinds of randomization yields a
randomized code C®™ = {OU,-1(,,), m € My}. Thus
V = (0,n).

B. Attack Model

Denote by K C My the coalition, i.e., the index set of the
colluding users. Their codition has cardinality K. They select
a conditional pdf pvy x, ., termed the collusion channel. Then

they draw a pirated copy Y € RY from that distribution.
Consider the following constraints on the collusion channel.

(A1) Location-Invariant constraint:

PY|Xx (¥xx) = PY|Xx (y—s|(x—s)k), Vs€ RY.

(A2) Almost-Sure Mean-Squared Distortion constraint:

Y —X||? < ND,

where

— 1
X=— pyp. & (1)
ke

is the mean of the colluders’ fingerprints.
(A3) Fairness constraint:

PY| Xk (Ylxrc) = Py |Xx (ylxx)

for all permutations 7 of the index set K.

The constraint (A1) precludes attacks involving filtering of
host signal components. The motivation for this restriction
is that it considerably simplifies the mathematical derivation
and does not require a statisticad model for the host S.
The restriction is relatively mild if embedding is done in a
transform domain in which the components of the host S are
approximately independent and are large relative to the em-
bedding distortion. The mativation for (A2) is that distortion
is best measured relative to the host S, but S is not known
to the coalition, so we replace S by its best linear unbiased
estimate, X. Choosing an expected distortion constraint of
the form E|Y — S||> < ND. would alow impulsive noise
strategies which blast independent and identically distributed
(i.i.d.) additive noise A/ (0, N D.) with probability 1/N. Such
attacks are extremely effective [12] as they result in zero
error exponents. Finaly, the fairness condition (A3) will not
be imposed but holds for optimal attacks [4, Prop. 2.4].
All members of the coalition incur the same risk. The con-
straints (A1) and (A2) define a class # of feasible collusion
channels. That class is convex and permutation-invariant. The
subset of # consisting of the collusion channels that satisfy
(A3) will be denoted by #/f2ir.

A collusion channel that will be of interest is

Y=X+E 2)

where the noise E is independent of X and uniformly
distributed on the centered sphere with radius /N D.. (Note
that if the attackers can retrieve the original signal S, they will
succeed in defeating the decoder.) The attack of (2) satisfies
the requirements (A1)—(A3).

C. Decoder

We study the nonblind scenario where the host signal S is
available at the decoder. The decoder inputis (Y, S, 0, ) and
its output is an estimated coalition

K=gn(y,s,0,7) =7(Gn0  (y —s)))



where g is the decoding function for the prototype code C.
Let D,, be the prototype code's decoding region for user m,
i.e,
971(}’ —s) € 57r—1(m) s mek.
The decoder does not know the channel px, used by the
colluders or even the exact number K of colluders.

D. Performance Metrics

As detailed in [4], there are three basic error probabilities
of interest: the probability Prp of false positives (accusing
one or more innocent users), the probability P2! of failing
to catch all colluders, and the probability P2"¢ of failing to
catch even one colluder. By our location-invariant assumption
on the attack channel and the decoding regions, these error
probabilities are independent of s. Since user assignments are
randomly permuted, these probabilities are al so independent of
KC. Their dependency on the code (f n, gn) and the collusion
channel py x,. isindicated explicitly as follows:

Pep(fn, 9N, Py Xxc) PriK\ K # 0]
Pgne(fNagNapY\X)c) = PT[/@C&pIC = Q]
Pean(fNagN;pY\X;c) = Pr[ICQI@].

The worst-case error probabilities over pyx, € #x are
denoted by P(fn,gn, #x) wWhere P represents Prp, PO"¢,
or P2,

Definition 1. A rate R is achievable for embedding distor-
tion Dy, collusion class #, and detect-one criterion if there
exists a sequence of (IV, [2V]) randomized codes (fn, gn)
with maximum embedding distortion D¢, such that both
P2 (fn,gn, #x) and Pep(fn, gn, #i) vanishas N — oo.

Definition 2: A rate R is achievable for embedding distor-
tion Dy, collusion class #}, and detect-all criterion if there
exists a sequence of (N, [2V]) randomized codes (fn, gn)
with maximum embedding distortion D¢, such that both
Pgll(fN,gN, WK) and PFP(fN;gNa WK) vanishas N — oo.

Definition 3: Fingerprinting capacities C'°"¢(Dy, #x) and
C*(D¢, #yx) are the suprema of al achievable rates with
respect to the detect-one and detect-all criteria, respectively.

It was shown in [4, Theorems 3.3, 3.4] that C (D¢, #i) =
C°¢(Dg, Wi).

For a sequence of randomized codes (fn,gn), the error
exponents are defined as

1
E(R, D¢, #x) = liminf | ——log P.(fn, 9N, #k)
N—oo N

where E' represents the random coding exponent Egp, E°™¢,
or B Moreover, E*(R, Dy, #x) < E°“*(R,Dt, #x)
because an error event for the detect-one problem is aso an
error event for the detect-all problem. We have E2!! = 0 if the
class 7 includes channels in which one colluder can “stay
out,” i.e., not contribute to the pirated copy.

I1l. SPHERICALLY SYMMETRIC COLLUSION CHANNEL

Lemma 1: For any fingerprinting code with randomized
rotation ©, there is no loss of optimality for the collud-
ers in choosing a spherically symmetric collusion channel:
pyxc (Y[xK) = py|x, (Ocy|0cxx) for any 6. € SO(N).

Hence for the error probability analyses in this paper, we
assume without loss of generality that a spherically symmetric
collusion channel is used. Moreover it follows from (Al)
that there is no loss of generality in assuming S = 0. Thus
X,, = U, for each m, and we refer to X,,,, m € My as
the fingerprints in the sequel.

IV. MUTUAL-INFORMATION GAME
Fingerprinting capacity was obtained in [4] as the value of
a mutual-information game. When S = (), capacity takes the
form 1
C(K)= sup min —=I(Xx;Y|W) (3
pw,px|w PY Xk K
where W plays the role of a time-sharing random variable,
and the joint distribution of (W, Xk,Y) is given by

p(w,zk,y) = pw(w (H pxw (@k|w) ) Py xu (Ylzk)-
keK

The optimizations are subject to the distortion constraints

ZPW w)pxw(zlw)d(z) < Dy, 4
Z pw(w <H pxw($k|w)>
W, TK,Y keK

xpy|x« (Wlzk) d(f(2x),y) < D, ®)

and possibly additional convex, permutation-invariant con-
gtraints on pyx,. In (4) and (5), d(x) and d(f(zk),y)
are the distortion functions for the fingerprint embedder and
the colluders, respectively, and f is a permutation-invariant
operator, typically representing an averaging. For our problem
with quadratic distortion constraints, we have d(x) = z? in
@, and f(zk) =T = £ > o and d(T,y) = (y — T)* in
(5). We also have the location-invariant constraint

pyixc(Wlek) = pyix(y —sl(x —s)k), VseR.

While (3) was derived under the assumption of discrete
a phabets, modifications of the proof can be made to extend the
applicability of the formula to the case of abstract alphabets.
In this section we solve the maxmin problem of (6) and derive
asimple formulain terms of the number of colluders, K, and
the distortion levels D¢ and D.. for the fingerprint embedder
and colluders.

Let p% be the Gaussian pdf with mean O and variance
Dy, and p3, y, the conditional Gaussian pdf with mean
X =+ >, X; and variance D..

Theorem 2: The solution to the maxmin game of (3) is

given by
Dy
= DC> ©)

1
C(K)= ﬁlog <1+



and is achieved by W = 0, X ~ N(0,D¢), and ¥ ~
N(X,D.). Moreover C(K) = +1(X;Y).

Note that the time-sharing random variable is degenerate
here. Thisis in contrast with discrete-al phabet problems such
as the Boney-Shaw problem with binary alphabet where the
presence of W makes an important difference [4, Sec. 3].

V. LIMITATIONS OF MINIMUM-DISTANCE DECODING

One of the difficulties with fingerprinting is that the number
of colluders is unknown to the encoder and decoder. For
simplicity we assume in this section that the colluders use the
averaging plus additive white Gaussian noise (AWGN) attack:

1 —
Y:F];CXHW:)HW

where W isi.i.d. A(0, D.). The minimum-distance decoding
rule takes the form

()

2
y_%zxk

keK

min
K

This would coincide with the maximum likelihood (ML)
decoding rule if K were known and the minimization over
coalitions IC of size K. In conventional decoding problems,
the ML decoder minimizes error probability and is therefore
optimal. Since K is unknown here, (7) is a generalized ML
decoding rule, which may be severely suboptimal.

To investigate this issue, consider a closely related joint
typicality decoder, which is easier to analyze. Fix an arbitrarily
smal € > 0. The joint typicality decoder outputs K’ if and
only if K’ is the only coalition that satisfies the following
conditions:

« Typica noise energy:

y—EZXk

ke’

2
-1

1
ND,

<e. (8)

« Nearly orthogonal fingerprints:

‘NDXk x— {k= l}‘<e Vk,le K. 9
The set of coalitions K’ that satisfy (9) will be denoted
by .# (¢). By convention, the empty coalition § € % (e).

It may be verified that this decoder is plagued by false
positives because K is unknown and unbounded. No positive
rates are achievable.

However, if a maximum coalition size K ,,.x IS given to the
decoder, al rates below C(K.,.x) are achievable. Still, the
decoder would fail if the coalition size is K < K., and the
code rate satisfies C(Kax) < R < C(K). This decoder

« does not adapt to the actua coalition size;

« does not provide a tradeoff between false positives and
false negatives;

« rejects any dlightly atypical coalition £ ¢ ¢ (e) from
consideration, hence its error exponents are zero.

V1. EMPIRICAL MUTUAL INFORMATIONS

Recall that the mutua information I(X;Y) =
D(pxy|lpxpy) between two Gaussian random variables

x an% (Y )With normalized correlation  coefficient
= CovX¥) L
p= Var(X)Var(Y) € [ 1, ]-] IS given by
1
Io(X;Y) = -3 log(1 — p?). (10)

More generaly, if (Xx,Y) arejointly Gaussian, then

|Cov(Xx)| Var(Y
|Cov(Xk,Y)|

where | - | denotes matrix determinant. For X, i.i.d. A'(0, Ds),
Cov(Xx) is D times the K x K identity matrix, and

Ic(Xi;Y) = —%log (1 - PQ(XmY)) :

keKX

1
Ig(Xk;Y) = 510g

The mutual information of L random variables U4, --- , UL
with joint differential entropy hA(Uy,---,Uy) is defined as

L

> h(Uk) = h(Uy,- -

k=1
= D(pUl"'UL ||pU1 o

I(Uy;---;UL) ,UL)

'pUL)' (11)

Lemma 3: The mutual information of L jointly Gaussian
random variables Uy, - -- , Uy, is given by
IG(UI; R

1
;UL) = —§log|R| (12

where R is the L x L matrix of normalized correlation
coefficients whose entries are

The matrix R will be hen%eforth termed the normalized-

correlation matrix. Note that I (Uy;--- ;Uyp) is invariant to
scalings of the individual random variables Uy, and that (10)
is a specia case of (12) with L = 2.

Empirical Mutual informations. Given two sequences x
and y defined over discrete alphabets, the empirical mutual
information between x and y is defined as the mutual informa-
tion with respect to the empirical joint distribution (joint type)
of x and y. The empirical mutual information of L random
variables is also defined with respect to their joint type. This
definition does not admit a natural extension to the case of
continuous alphabets, so we follow a different path.

Given two sequences x and y in RY, the normalized
empirical correlation coefficient between x and y is defined

as p(x,y) = m Likewise, the empirical correlation

between two sequences x and y is defined as @(x, y) =
+x-y. The empirical correlation matrix Cov(uy,---,ur)
for L sequences uy, - - - ,uy isthe L x L matrix whose (], k)
element is given by Cov(uj,uk) The empirical normalized

correlation matrix is defined as R = {p(u;,u)} ;.



We now define the empirical Gaussian mutual information
between x and y as

Ie(x,y) = —% log(1 — p*(x,y)) (13)
and the empirical Gaussian mutual information of uy,--- ,uy
as

Tolar;+ ur) =~ log R (14)
where
)= [l we) | = S 09

This expression is invariant to scalings of the individual
sequences, and (13) is a specia case of (14) with L = 2.

Chain Rule. Similarly to [4, pp. 20,21], we shall use a
chain rule for I. To this end, we define

o

o] o]
= Ig(ui;---3up) —Ig(ipr;---sug)
o _l og |R11|
2 |Rit1.z]

where R;.; isthe normalized correlation matrix for the j —i+1
sequences u;, - - - , u;.

VIl. DECODERS

We consider three decoders: a simple (single-user) thresh-
olding decoder, a joint decoder that achieves positive error ex-
ponents at al rates below capacity, and a simplified capacity-
achieving joint decoder based on typicality (this decoder has
ZEro error exponents).

A. Thresholding Decoder

The simple decoder outputs the estimated codlition K that
consists of al user indices m such that

Io(Xmiy) > R+ A (16)
where 0 < A < C(Kpax) — R.
Let
n=+v1-2"20+4) (17)

hence R + A = —1log(1 — n?). By (10), the simple decoder
of (16) takes the equivalent form

mek & |p(xm,y)|>n (18)
Note the similarity with the classical maximum normalized
correlation decoder:

m = argmax p(Xm,y).
1<m<2NE

B. MPGMI Decoder

Denote by
1 T p(xmlvxmk) p(xm17Y) 1
P(Xm2 ) Xml ) p(sz ) XmK) p(xmz 9 y)
R = . . .
p(xKaxml) 1 p(xmK’y)
P(Y: Xm,) P, X ) 1 |
(19)

the normalized correlation matrix for the sequences
Xmis' ', Xmg,y. The joint decoder outputs K that
maximizes the maximum penalized mutual information

criterion
MPGMI(K) 2 Ig(xx:y)— K(R+A)
_ _% log[R|— K(R+A) (20)

over al possible codlitions K. By convention, M PGM(()) =
0, and K = ) is an admissible decision.

C. MY;GJMI Joint Decoder

A simple approximation to R in (19) can be obtained based
on the fact that p(x;,x;) isequal to 1 for j = k and converges
in probability to zero for j # k, as N — oco. Write

1 T 0 P(Xmi,Y)
~ 0 0 P(Xms,Y)
R = . . .
0 e 1 P(Xmg,y)
(Y, Xm, ) p(y, me) 1
= 1- Z 02 (Xm,a Y) (21)
mer

which converges in probability to 1 — Y-, . p?(Xm,Y).

We will thus consider a simplified decoder based on the
approximation (21). Plugging this approximation into (20), we
obtain the criterion

MmI(IC) = —%bg <1 — Z pQ(Xm;Y) _K(R+A)

mer
L ) (22
where M PGMI(() = 0 again. The MPGMI criterion is
maximized over the set .7 (e) of typical coalitions; see (9).

VIII. ANALYSIS OF THRESHOLDING DECODER
Define the function

00 if 0<7<ilogAl"
Eo(A,7) = ¢ Eeaplp*) if 3|log A" <7< 1log(1+ A)
0 if 7> 1log(1+ A),

(23)
where [t|* £ max{t, 0}, Ecap(p) = —1 log(1 — p?), and

pr = A2 (L1 T2 (1= AT (27 - 1))
€[-1,0]. (29)



Lemma 4: Fix x € SV~1 and define the random sequence
Y = x + W where W is uniformly distributed over the
centered n-sphere of radius A—'/2. Then

Prlig(x;y) < 7] =27 "E(Am) - yr 5,

Similarly to [13], the proof admits a simple geometric interpre-
tation. Unlike the AWGN channel of [13], here the exponent
is infinite if 7 < 1|log A|™ because the event I¢(x;y) < 7
has zero probability.

Proposition 5: The threshold decoder of (16) achieves the
following error exponents:

Erp(R,AK) = A (25)
D¢/K?

one < .

E™(R,AK) < Esp< DK =T 2,R+A>

(26)

Moreover, under (A3), E*(R, A, K) = E°"¢(R, A, K). The
supremum of the rates for which these error exponents are

positive is
Dy
27
Df(K—1)+DCK2> @
and is achieved by letting A — 0.

The threshold R + A controls the fundamental tradeoff
between false-positive and false-negative error probabilities.
However C,(K) is strictly lower than C'(K'), so this decoder
is not capacity-achieving.

1

IX. ANALYSIS OF MPGMI DECODER

For notational convenience, the fingerprints x,,,, m € My
and the pirated copy y are scaled by (ND;)~'/2 in this
section. Thus each x,,, € SN —1.

False Negatives. We focus again on the detect-one crite-
rion. Following the proof of Theorem 5.2 in [4], the error
probability is upper-bounded by Pr[Iq(xx;y) < K(R+A)].
Since the random variable I (xx;y) convergesin probability
to I¢(Xk;Y) = Ig(Xk;Y), the fase-negative probability

vanishes provided that R+A < %I(Xx;Y) = C(K). Error
exponents will be given below.

False Positives. Given x and y, the conditional probability
of false positives is upper bounded by [4, p. 49]

Prp(xk,y) < Z Z oNIAIR

BCK |A[>1
xPr{la(xa;yxp) > |A|(R + A)](28)
where A isaset of innocent users: x,,,, m € A aredrawni.i.d.
uniformly on SV 1. Here I (x 4; yx5) is obtained from (16).
Lemma 6: Let L. > 2. Consider an L x L normalized
correlation matrix R and the subset Q(R) of the L-fold

Cartesian product of SV—1 whose elements have normalized
correlation matrix R

Q(R):{(Xl, ,XL) L Xk X :Rkl; ].Sk,lSL}

(29)

Then
1 QR)| 1
NlOgWN§IOg|R|, as N — oo.

In the specia case L = 2, the determinant |R| = 1 — R%,.
Given any x; € SV—1, the constraint x; - xo = R;» defines a
hyperplane whose intersection with SV —1 isa IV — 1 sphere of
radius \/1 — R?,, centered at R12x;. The proof of the lemma
generalizes this geometric approach.

Corollary 7: Define the following subset of the L-fold
Cartesian product of SV—1:

Qeap(v) = {(x1,---,xr) € QR) for some R s.t.
—% log|R| >v}, v>0. (30
Then 1 |€2cap (V)]
Nlogm ~ —v, as N — oo.

This follows from Lemma 6 and the compactness of the set
of normalized correlation matrices. The result is analogous to
Sanov’s theorem in large-deviations theory [14].

Lemma 8: Fix y € RY and draw xi,--- ,xg i..d. uni-
formly from SV—1. Then

o

Prilg(xciy) > v <27 (31)

Proof. Let L = K + 1 and R be the L x L normaized

correlation matrix for xi,--- ,xk,z. Hence Ig(xx;z) =
—% log |R|, and the claim follows directly by application of
Corollary 7. The result is analogous to [4, Eq. (10.12)].

Similarly, fix y and x5 and draw xi,--- , x4 i.i.d. uni-
formly from the unit sphere. Then

Prilo(xasyxs) > v] <27, (32)
Substituting  (31) (32) (28)  vyields
Pep(xxc,y) <27V as in [4, p. 49]. Integrating over

x and y yields Ppp < 2-NA,
Lemma 9: Given0 < pu < 1,letxy, -+ ,xx € SV~ form
a regular smplex constellation centered at

and into

x= |2 ... L o... 0
hence ||X|| = |u| < 1. The determinant of the empirical

normalized correlation matrix for x1, - - -
K1 —p)\"
K-1

,Xx IS given by

R = (33

and the corresponding empirical Gaussian mutual information
by

o*

Io(p) =

= —log(uVK)

1
—510g|R|

(1-p?)
) (3

K-1 K
2 BT R



Any constellation with the same mean vector length ||X|| =
p > 0 satisfies

o o*

Ia(xk) > I(p). (35

The function }G(u) is unimoda with a minimum equal to O
achieved at » = 1/+/K, and tendsto oo for 4 — 0 and 1 — 1.

Corollary 10: Any constellation x4, --- ,xx € SV~! such
that Io(xkc) = v > 0 satisfies py < |[X|| < po where
w € (0, \/L?] and puy € [\/L?,l) are the solutions of

}G(J = v. Equality is achieved by the shifted regular simplex
constellation.

Fig. 2. The shifted simplex constellation of Lemma 9 for K = 3. The points
x1,X2,x3 form an equilateral triangle centered at . Here the fingerprints
are positively corrlated: |[X|| = 1 > 1/V/3.

Specia cases of Lemma 9 include the orthogonal constel-
lation, in which case u = 1/VK and |R| = 1; the Smplex
congtellation, in which case ¢ = 0 and |R| = 0 (the matrix R
has rank K — 1), and the degenerate constellation consisting
of identical vectors, in which case y = 1 and |R| = 0 (the
matrix R has rank 1). Also note that for K = 2 we have

IR| =1 - p?(x1,%2) = 4p*(1 — p?).

By analogy with the case K = 2, it will be useful to think
of 0 < p < 1/VK and 1/VK < p < 1 as corresponding
to “negatively correlated” and “positively correlated” finger-
prints, respectively. As we shall see, positively correlated
fingerprints are easier to decode than negatively correlated
fingerprints. The case K = 3, 1 > 1/+/3 is depicted in Fig. 2.

Proposition 11: The MPGMI decoder of (20) achieves the

following error exponents:
Epp(R,AK) = A (36)

min
u<p<1/vVE

K(R+A)- ?Z(mﬂ @)

E(R,AK) =

o* Ds
I + E, < 2
{ a() p | 1 D.

where 4 is the unique solution of I;(u) = K(R + A) for
0 < p < 1/VK. Moreover
o E™(R,A,K)>0if andonly if R+ A < C(K);
« the supremum of all R for which the error exponents are
positiveis C(K) in (6) and is achieved by letting A — 0;

« for any fair codlition, E*(R, A, K) = E°*(R, A, K).

The fal se-negative exponent formula (37) may be interpreted
by viewing the error event as the intersection of two events: (1)
the colluders’ fingerprints x . may be correlated, in which case
the length . of the mean vector x differs from the typical value
1/VK; and (2) the component of the noise vector w along
the direction of x is significant. Each of these two events has
exponentialy vanishing probability, and each exponent is a
function of p. The minimand in (37) is the sum of these two
exponents, and the typical value of ||X|| for the error event
is the minimizing .. This minimizing value is below 1/ V'K,
i.e., the fingerprints are negatively correlated.

To illustrate this analysis, consider a fingerprinting system
with 220 (~ one million) users and a target false-positive error
probability of 2712 ~ 10~4. Hence NR = 20 and NA = 12.
These requirements are met using a random spherical finger-
printing code of approximate length N = 20,000 and rate
R = 1073, and fixing our universal decoder’'s parameter at
A =6 x 1074, The error exponents (36) and (37) are plotted
as a function of K in Fig. 3, for SNR = D¢/D. = 1. While
Erp = A isindependent of K, E°"¢ decreases with K. For
K = 2 we have E°" = 0.3986; for K = 18 we have
E°"¢ = 0.0008; and for K > 35 we have £°*° = 0. Hence
this random spherical code can resist 18 colluders with both
Ppp and Po"¢ < 10—,

The minimizing values of p in (37) when K =2 and K =
34 are equal to p = 0.6975 and p = 0.1715, respectively.
Equivalently, uvEK = 0.9865 and 0.99998, respectively. In
both cases, the minimizing 1. is close to the typical value.

Fig. 4 shows the maximum achievable rate

Rmax(Ka A) = C(K) -A

for A = 0.0006. Note that Rpax (K, 0.0006) = 0 for K >
35 while C(K) is asymptotic to 0.72/K? for large K (see
Sec. XI).

X. ANALYSISOF Mmf DECODER

The M PGM I decoder is capacity-achieving. However its
false-negative error exponent is zero because it limitsits search
to typical codlitions.
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Fig. 4. Maximum achievable rate Rmax(K,A) = C(K) — A (for fase-
positive error exponent A = 0.0006) as a function of codlition size K. Here
SNR = D¢/D. = 1.

X1. LARGE COALITIONS
with C(K) = of (6), we observe that both

asymptotically approach m from below as K — oc.
Hence, for large K, the S|mple decoder is nearly as good as
the more complex joint decoder.

Comparing C1(K) =

XII.

Closed-form solutions have been obtained for the capacity
and random-coding exponents of a fingerprinting system

DiscussIiON

subject to amost-sure squared distortion constraints. This
study extends recent work presented in [4] for finite al phabets.
Here the decoding metric is based on the determinant of the
empirical normalized correlation matrix. The encoder and
decoder do not need to know anything about the collusion
channel and the codlition size K. Note that in the finite-
alphabet case [4], the encoder needs to assume a nominal
value for the codlition size, and a time-sharing random
variable is used.
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